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Summary
In today’s digital world, the question is not ‘if’ organizations get hit by cyberattacks, but ‘when’.
Organizations mainly use preventive, corrective and detective security measures to arm
against cyberattacks. With predictive security analytics (PSA), organizations can predict
potential cyber threats to proactively take effective measures. However, implementing new
cybersecurity capabilities does not directly improve an organization’s state of security. There
is a need for qualitative security measures that are sustainable over time. To improve quality,
factors need to be identified that determine quality and a method needs to be developed to
maintain the desired quality level. Current literature lacks a quality framework for PSA and this
research aims to fill that gap.

Quality management comprises the management of all tasks and activities to maintain a
predefined and desired degree of excellence. Information security is the process of
establishing the required quality of information and systems, so both practices are closely
related. PSA enhances the ability to allocate resources, raise awareness, adjust the cyber
defense configuration or to eliminate attacks before they impact, by making predictions about
future cyberattacks or trends.

In this thesis, design science research is applied to design and develop a final artefact: a quality
framework for predictive security analytics in banking. The framework’s components are based
on a review of existing quality management frameworks that relate to information security and
on semi-structured interviews with security experts that work mainly in the financial services
industry. The validation phase showed that the framework is considered relevant and useful
after making certain adjustments. The framework has been updated afterwards.

Based on the analysis of existing quality management frameworks, the characteristics of PSA
and interviews with security experts, a quality management framework was developed that
contains the following main elements. The framework comprises 26 quality factors divided over
five quality domains, respectively data, organization, process, technology and people. PSA
quality employs two dimensions, respectively product quality and quality in use. A method to
measure quality is proposed and six critical success factors were identified to make the
framework a success in practice.

The validity of the findings is limited by a missing practical solution of PSA. Future research
should conduct a multiple case study to increase validity of the findings. In addition, it is
recommended to further explore methods to measure quality.
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Introduction

This chapter introduces the topic and environment of this master thesis by providing
some facts about the current cybersecurity landscape and measures to arm against
cyberattacks. Furthermore, the research objective, questions and contribution to
business and science are presented in the upcoming sections followed by the research
scope. The closing section depicts the thesis’s structure.

1.1

Problem indication

In all industries, organizations are victims of cybercrime while some industries are more
often a target than others. As the IBM X-Force Threat Intelligence Index (IBM, 2017)
reports, the financial services sector is the most hit sector of cybercrime attacks. The
average financial services client of IBM experienced 65% more attacks than clients
from other industries in 2016. These figures show that the financial services sector is
an appealing target in terms of cybersecurity. IBM’s analysis shows that the greater
number of attacks came from inside the companies (58%) versus the outside attacks
(42%). In addition, Cybersecurity Assessment Netherlands 2017 (NCSC, 2017), a
publication of the Dutch National Cyber Security Centre (NCSC), argues that financial
services experience an increase in CxO fraud1. Meaning, financial departments are the
target of phishing mails with the goal of getting money transferred to the hackers’ bank
accounts. Although banks have managed to counter internet banking fraud more
effectively, hackers do not leave banks out of their scope, since they have been shifting
their focus from the bank’s consumers to banks themselves (NCSC, 2017). The attacks
mentioned in the following paragraphs show that criminals spend more resources and
take more time to prepare their attacks because, compared to customers, the financial
gain is bigger on ‘high-value targets’ like banks and financial institutions.

Recent major hacks illustrate that hackers are getting more sophisticated and have
more budget as they were able to steal millions of dollars by exploiting vulnerabilities
in local banking systems to obtain legitimate SWIFT2 credentials to place fraudulent

1 A criminal poses as an enterprise director (CEO or CFO) to enforce a rogue transaction outside formal procedures (NCSC,

2017)
2 Society for Worldwide Interbank Financial Telecommunication
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payment instructions. They managed to transfer at least 81 million US dollars to
controlled bank accounts across the globe (Bergin & Finkle, 2016). Furthermore, in the
UK, Tesco bank was hit by cyber thieves who stole 2,5 million British Pounds from 9000
different bank accounts (Treanor, 2016).

It is not surprising that cybersecurity is becoming the number one topic in information
technology since hacks happen more frequently and have more impact (Greenberg,
2017). EY’s annual Global Information Security Survey (GISS) reports that 36% of its
respondents is unable to detect a sophisticated cyberattack and that 40% has doubts
finding a hidden, or zero-day exploits (EY, 2015; EY, 2016). Moreover, 64% of EY’s
global clients do not have, or only have an informal, threat intelligence program (EY,
2016).

In addition to more sophistication in cyberattacks, they also cause significantly more
destructive damage. For example ransomware, which is a form of crypto malware that
cryptographically blocks information systems and/or information until a ransom is paid.
Reports show that this is a lucrative and rising type of cybercrime because in the
second half of 2016, the number of recognized ransomware attacks had almost
doubled from 5,5% to 10,5% (NCSC, 2017, p. 25).

The cryptoware playfield has been diversified since 2016. In addition to classic attack
strategies via email on workstations, exploits are used to infect servers and poorly
secured databases. Moreover, executing ransomware has become more simple
because criminals can rent malware via ransomware-as-a-service and subsequently
spread it themselves (NCSC, 2017).

Recent ransomware attacks show that they have a significant reach and damage. On
May 12, 2017, ransomware WannaCry spread to more than 200.000 computers in 150
countries worldwide. A ransom of 300 dollars was requested by the cyber thieves to
unlock the encrypted files. In addition to the locked personal computers, the operational
routine of commercial and governmental institutions including the Russian Federal
Bank, was disrupted. The damage was significant in the United Kingdom, where the
information systems of hospitals of the National Health Service were locked down. As
a result, operations were cancelled and health information documents (e.g. patient
2

records) were unavailable. WannaCry ransomware took advantage of a vulnerability
of Microsoft Windows, which had already been previously used by the United States
National Security Agency. Moreover, Microsoft issued a patch for this vulnerability in
March 2017, but was not free of charge for users of the Windows XP operating software
because Microsoft ended its free support for XP (Mattei, 2017). Worldwide, victims of
the attack paid 116.542 dollars’ worth of Bitcoin (Johnson, 2017) but the collateral
economic damage is estimated billions (Berr, 2017).
Seven weeks after the above mentioned attack, on the 27th of June, a new ransomware
attack crippled approximately 2.000 companies across the globe, including banks.
Petya, as the attack is called in the media, locked PCs and data and demanded a 300
dollars ransom in Bitcoin. The cyberattack exploited the known3 ‘EternalBlue’ Microsoft
Windows vulnerability and two vulnerabilities in Windows administrative tools.
Apparently, the released Microsoft patch was still not installed everywhere. The
malware tried both options to infect the systems. Petya appears to have started at
companies working within the government of Ukraine, using a software update
mechanism in an accounting program. Unlike WannaCry, Petya tried to spread
internally in the network but not externally, limiting the global spread (Solon & Hern,
2017). Petya made an amateurish appearance because it used a manual payment
system to collect the ransoms, meaning that the victims were obliged to send proof of
the payment via email to trade for the decryption key, making it for the attackers more
difficult to collect the ransom (Newman, 2017). Despite the relatively low financial loss
of paid ransoms, the economic aftermath is significant. For example, computers of
APM’s terminals in the port of Rotterdam were locked for days, shutting down the entire
operation which costs millions of euros (NOS, 2017).

1.2

Problem statement

The recent digital bank heists and ransomware cases illustrate that, despite having
cybersecurity measures in place, organizations still become victims of cyber warfare.
Entire business units had to shut down with catastrophic impact. Clearly, organizations
are not able to respond quickly enough to reduce impact of these attacks since the
malware was able to spread through entire organizations and beyond. It can be
3 The same vulnerability was used for WannaCry
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concluded that it is not a matter of ‘if’ an organization will be target of a cyberattack,
but that is a matter of ‘when’. Both cases show that reactive cybersecurity measures
are not always effective, since it took days to recover the seized data in some cases.
In order to prevent the damage of future attacks, it should be explored whether it is
possible to predict the attacks before they impact.

Recent attacks illustrate that banks do not always arm themselves with the best
cybersecurity measures (Greenberg, 2017). Fortunately, predictive cybersecurity tools,
such as predictive security analytics, have potential to ease the pain. It is desired to
predict the attacker’s first destructive step to proactively take effective measures. We
cannot predict the attack itself, but we can focus on early indicators to statistically
predict the potential attacks that will occur next. This way, security teams can shift their
focus and defenses to the parts of the cyber perimeter that are most likely becoming a
subject in the near future (Dickson, 2016).

Predictive analytics tools are yet widely adopted in several industries, for example in
retail (Bradlow, Gangwar, Kopalle, & Voleti, 2017). Research and advisory firm Gartner
defines predictive analytics as follows: “A form of advanced analytics which examines
data or content to answer the question “What is going to happen?” or more precisely,
“What is likely to happen?”, and is characterized by techniques such as regression
analysis, forecasting, multivariate statistics, pattern matching, and predictive
modelling” (Gartner, 2017). Considering the desire to predict the attacker’s first
destructive step and the described problem in this section, predictive security
analytics (PSA) is a key topic of this research.

However, implementing a new cybersecurity capability is not merely a technical
problem, it also concerns social and organizational problems (Dhillon & Backhouse,
2000). In addition, adding technical security capabilities to the cybersecurity portfolio
does not necessarily improve the quality of security (Mercuri, 2002). Therefore, to
prevent any impairment of quality of security in banks, where it is important to protect
financial assets, check compliance boxes and demonstrate that the security controls
are effective, the quality of PSA must be adequately determined and maintained. There
are multiple factors that could determine the quality of an IT capability and there are
various quality management frameworks available. However, the characteristics of
4

PSA may require specific factors to determine the quality, for example data quality,
context quality, predictive power and human capabilities (Davenport & Amjad, 2016;
Anagnostopoulos, Quality-optimized predictive, 2016; Shmueli & Koppius, 2011).
Currently, there is no framework available in literature for banks to apply quality
management to predictive cybersecurity capabilities and, therefore, this study aims to
fill this gap.

1.3

Objective & research questions

This study aims to identify how banks should adequately determine and maintain the
quality of a Predictive Security Analytics capability. By developing a quality framework,
insights are gained on what elements should determine the quality and how to maintain
quality of this new cybersecurity capability.

In order to complete the project’s objective, a central research question has been
formulated. Answering this question will help to design the applicable framework. The
main research question is divided into four sub-questions, see below.

Main research question
How can a quality management framework improve the predictive security
analytics quality within banks?
Sub-questions
1. What quality management frameworks are currently being used in the field of
information security?
2. Which quality management factors apply to PSA?
3. How can the quality of PSA be measured?
4. What are the critical success factors of the quality management framework to
improve PSA quality?

1.4

Research scope

To be specific on which elements are subjected to this study, the research scope is
depicted, see Figure 1 - Research scope. All elements marked in yellow are subjected
5

to this study. The figure is based on exploratory interviews with topic experts in the host
organization.

Figure 1 - Research scope

Banks facilitate multiple processes, e.g. massive payment traffic and securities trading,
that are classified vital to the Dutch society (NCTV, 2017). Therefore, this study aims
to gain knowledge and insights on the topic of cybersecurity at banks to contribute to
a stable society. Dutch banks are subjected to the Law for financial supervision (Wet
op het financieel toezicht or Wft), in which a large number of rules and regulations for
financial markets and their supervision have been assembled (AFM Wft, 2017). Wft
enforces standards that provide at least a secure settlement of payment transactions
and operating of the necessary infrastructure at these enterprises. These norms have
been further specified by the Dutch supervisor of banks, De Nederlandsche Bank
(DNB). The mission of DNB is to ensure financial stability and thus contribute to
sustainable prosperity in the Netherlands (DNB, 2017).

As shown by Figure 1 - Research scope, security analytics is a combination of two IT
capabilities, respectively data analytics and cybersecurity. This study is focused on
PSA, which is a predictive cybersecurity measure. As stated, cybersecurity capabilities
are not merely a technical solution so the elements regulation, compliance,
governance, organization, processes and people are subjected to this study. Moreover,

6

when discussing quality, it is considered relevant to look beyond the technical
components.

Cybersecurity is “the state of being free of danger caused by a disruption or failure of
IT or through the abuse of IT” (NCSC, 2017, p. 59). Although cybersecurity is closely
related to the key topic of this research, the term information security is used to ensure
input for the analysis of existing quality frameworks because of its mature presence in
the academic literature. Information security is “the process of establishing the required
quality of information (systems) in terms of confidentiality, availability, integrity,
irrefutability and verifiability, as well as taking, maintaining and monitoring a coherent
set of corresponding security measures (physical, organizational and logical)” (NCSC,
2017, p. 60).

This study concerns a cybersecurity capability so it is appropriate to define a risk that
is associated to the capability in order to demonstrate its relevance and usefulness.
The following risk has been defined: The unwanted event of financial loss due to the
unavailability, disclosure or unauthorized modification of data and/or systems.

In order to sustain the PSA quality over time, a method is needed to determine the
current level of quality to identify which areas must be improved. Therefore, the
measurability of quality is in scope of this research.

1.5

Academic and business relevance

This study integrates and summarizes information on the topic of predictive security
analytics and quality management from a variety of digital sources and experts in the
cybersecurity and data analytics field. This study will add value to the body of
knowledge because it is focused on how to determine and maintain quality of Predictive
Security Analytics in banking, which is not yet specifically covered in the existing
literature. In the current literature, there are cases available that cover applications of
data analytics in the field of cybersecurity (Cardenas, Manadhata, & Rajan, 2013; Kent,
Liebrock, & Neil, 2015). However, these articles do not specifically apply to banks and
do not concern predictive security measures.

7

Research environment
This research was performed as a graduation project from Tilburg University, Master
in Information Management and was conducted at Ernst & Young (EY) Netherlands.
EY is a multinational professional services firm headquartered in London. EY is one of
the largest professional services firm in the world and is one of the "Big Four"
accounting firms. It has the following four main service lines: Assurance, Tax, Advisory
and Transaction Advisory Services.

The FSO (Financial Services Organizations) Risk Cyber Advisory department of EY
serves many high performing financial services organizations across the globe with its
expertise in cybersecurity. Therefore, by expanding EY’s knowledge and expertise on
predictive security analytics in banking, they can offer a better service to their clients.

1.6

Thesis structure

The structure of this thesis is based on the design science research methodology which
is focused on developing a main artefact, the quality framework. Before the main topic
of this thesis is worked on, a sound theoretical base on the topics of quality
management, information security and predictive security analytics is provided in
chapter 2. This theoretical background presents definitions and tries to explain the
necessary concepts which are later on used in the paper. In chapter 3, Methodology,
the research approach is discussed. Chapter 4 elaborates on the collection and
analysis of the data which is used to build the artefact. Chapter 5 presents the quality
framework, an approach to measure quality and the quality management framework
critical success factors. The validity of the final artefact and its related components are
discussed on chapter 6. Chapter 7 provides the research results, limitations and future
research areas.
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2

Theoretical background

The purpose of this chapter is to explore concepts related to quality management (QM),
information security, predictive security analytics (PSA), and to provide definitions of
the main terms used throughout this paper. Quality management is explained and the
link to information security is demonstrated. Furthermore, information security is
described and PSA and its main applications are explained. The theory is based on a
comprehensive literature review and complementary to the literature review,
exploratory interviews were conducted to validate specific findings to create a holistic
view on reality and to extend the insights on PSA. The interviews were conducted with
EY security experts.

2.1

Quality Management

The term quality is defined by academics as “conformance to requirements” and
“fitness for use” (Kan, Basili, & Shapiro, 1994, p. 5). Quality management comprises
the management of all tasks and activities to maintain a predefined and desired degree
of excellence (Investopedia, 2017). Applying quality management, for example through
the adoption of a quality management system (QMS), is considered a strategic choice
to improve an organization’s overall performance and to create foundation for
sustainable development initiatives. The ISO 9001 standard, which comprises a set of
Quality Management System (QMS) standards,

is created by the International

Organization for Standardization (ISO) and is applicable in all industries. It
acknowledges four main quality management benefits which include the ability to:
A. Provide products and services that meet customer and applicable regulatory
and statutory requirements;
B. Facilitate opportunities to enhance customer satisfaction;
C. Address risks and opportunities associated with the organization’s context and
objectives;
D. Demonstrate conformity to specified quality management system requirements
(NEN, 2015).

Taking the above mentioned benefits into account, the last two seem to have a clear
interface with the objective of this present research because we want to identify which
factors should determine the quality of predictive security analytics to consequently
9

demonstrate the quality level by conforming to these factors. Furthermore, the aim of
predictive security analytics is to address and mitigate cybersecurity risks.
In relation to information security management
Parallels between information security management and quality management can be
seen in many ways. The work of Behera et al. (2006) identified three main parallels by
looking at the historical development of both practices. The first is the exposure of
vulnerabilities which contain on the one hand ‘manufacturing’ (quality) vulnerabilities
that can be (legally) exploited by competitors, and on the other hand information
system vulnerabilities that are exploited by different malicious actors. Second, both
practices should be the responsibility of all hierarchical levels within an enterprise. All
employees must understand their roles and responsibilities to ensure effective
information security or quality management. Third, the construction of the definition
follows a similar path since both definitions, respectively quality and information
security, are multi-faceted emerged. Moreover, the definition of quality contains
multiple characteristics, for example, performance, reliability and conformance (Garvin,
1984). Similarly, information security contains confidentiality, integrity and availability
(Behara, Derrick, & Hu, 2006).

Simply implementing new security controls into the organization does not necessarily
lead to a stronger security (Baker & Wallace, 2007). This is caused by manager’s lack
of insight in what control suits best for what situation. Consequently, managers
implement as many controls as possible, regardless of the quality and effectiveness.
Therefore, security controls must be implemented more rationally and quality must be
adhered to more carefully. It can be concluded that new cybersecurity capabilities
require certain quality level to be effective.

The study of Savola (2013) demonstrates that quality is an important component in
information security management. Savola mentions the need for qualitative techniques
to systematically obtain quantitative evidence on the performance of information
security systems. The author investigated 19 quality criteria for security metrics and
prioritized them on importance and advocates high quality security metrics for effective
security decision-making and in order to reach a higher security level. The study
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revealed that correctness, measurability and meaningfulness are the most significant
quality factors for security metrics (Savola R. , 2010; Savola R. M., 2013).

2.2

Information Security

The goal of information security is to assure business continuity and to reduce business
damage by limiting the impact of security related incidents (Von Solms & Van Niekerk,
2013). Threats that could violate the above mentioned aspects of information, are
considered information security threats and must be dealt with adequately. The
purpose of a threat could be: enhancing an organization’s competitive position,
political/national gain, threatening a person's life or social disruption (NCSC, 2017).
The Cyber Security Assessment Netherlands (2017) categorizes a threat as: digital
espionage, digital sabotage, publication of confidential data, digital disruption,
cybercrime and indirect disruptions.

Let us now consider information security (IS) in the context of effectively protecting
information assets. In order to do so, we need an approach and a process to identify
business and IS risks, as well as to implement an effective system of controls, and to
regularly monitor, evaluate and improve the controls. In addition, to ensure protection
of all information assets, we need more than the board’s commitment. The importance
of IS should be incorporated within an enterprise through all staff levels, from top to
bottom (Humphreys, 2008). An information security management system (ISMS) is
required to manage IS within an enterprise. Organizations have been using best
practices to design an effective ISMS. An example of widely adopted IS standard, is
the ISO/IEC 27001, which provides a specification for an ISMS to bring IS under
management control (ISO/IEC, 2013). This standard is used as the foundation of the
organizational policy and implementation of information security (Humphreys, 2008).
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2.3

Predictive Security Analytics

To understand the main concept of this research, we have to refer to the literature.
Although a precise definition of PSA has proved elusive, the concept can be broken
down to understand it. The literature describes two applications of PSA but identifies
multiple prediction approaches. In the following pages, we find the origin of analytics
to consequently make a step towards PSA.

Data analytics
New technologies like big data analytics have been used to describe data sets “so
large (from terabytes to exabytes) and complex (from sensor to social media data) that
they require advanced and unique data storage, management, analysis, and
visualization technologies” (Chen, Chiang, & Storey, 2012, p. 1166). Gartner defines
big data as “high-volume, high-velocity and/or high-variety information assets that
demand cost-effective, innovative forms of information processing that enable
enhanced insight, decision making, and process automation” (Gartner, 2017).

Predictive Analytics
A master Thesis on the topic of predictive analytics (PA) (Stevens, 2015) identified the
following definitions in the literature, see Table 1 - Definitions of predictive analytics
(adapted from Stevens, 2015). Stevens (2015) provided definitions merely based on
grey literature and, as a result, excluded an academic definition. This academic
definition is added to the table of definitions and one definition is removed from the
table due to its ambiguous description.

Table 1 - Definitions of predictive analytics (adapted from Stevens, 2015)

Definition
“a technology that uncovers relationships and patterns within large
volumes of data that can be used to predict behaviour and events.”
“a look into the future to provide insight into what will happen and includes
what-if scenarios and risk assessment.”
“a blend of tools and techniques that enable organizations to identify
patterns in data that can be used to make predictions of future outcomes.”
“a form of advanced analytics which examines data or content to answer
the question “What is going to happen?” or more precisely, “What is likely
to happen?”, and is characterized by techniques such as regression

Author(s)
(Eckerson, 2007, p. 5)
(Intel, 2013, p. 2)
(Parr-Rud, 2012, p. 2)
(Gartner, 2017)
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Definition
analysis, forecasting, multivariate statistics, pattern matching, predictive
modelling, and forecasting.”
“Predictive analytics include statistical models and other empirical
methods that are aimed at creating empirical predictions, as well as
methods for assessing the quality of those predictions in practice
(i.e., predictive power).”

Author(s)

(Shmueli &
2011, p. 2)

Koppius,

Table 1 shows that several definitions have been proposed which in turn leads to
ambiguity about the topic. Although the definitions vary in scope and concepts, one
component is consistent in all definitions: the aim on the future.

Stevens (2015) concluded that three aspects distinguish predictive analytics from
related (BI) technologies, which are the following: focus on the future, a multidisciplinary nature and the inductive ability. Obviously, it is future focused, enabling an
organization to respond faster to emerging opportunities or threats. The multidisciplinary nature is relevant to this present research due to its interfaces with Quality
Management (QM) which will be discussed later in this paper. Predictive analytics
outcomes must be translated into meaningful information, meaning that different
people with different knowledge, background and skills are involved in data collection
and preparation, and in the development and validation of the predictive models
(Stevens, 2015). This multidisciplinary nature is further emphasized during an
exploratory interview with an EY cybersecurity specialist. During that interview, the
collaboration of business and IT to determine business impact of potential cyberattacks
was mentioned (E1, 2017). In addition, employee skills and competencies are closely
related to QM (International Organization for Standardization, 2015). PA is inductive
because predictive analytics can point one in a direction without the need for
assumptions (Stevens, 2015). Moreover, PA employs inductive reasoning using
sophisticated methods such as machine learning and data mining techniques to
discover patterns and interrelationships in large amounts of (big) data (Intel, 2013). In
addition, theory generation, which is inductive in nature, is emphasized in the academic
literature as one of the main roles of PA (Shmueli & Koppius, 2011).

Predictive models are considered the main technology to make predictions about the
future. They can be defined as: “using data to make decisions and to take actions using
models that are empirically derived and statistically valid” (Kalechofsky, 2016, p. 4).
Predictive models may consist of various statistical and data mining techniques which
13

are either classified as supervised or unsupervised learning. Data and a predictive
modelling technique are the main ingredients of a predictive model. In today’s
businesses, predictive analytics and models are, among other applications, used to
predict future revenue or costs drivers, business scenarios that are most likely to win
out,

solve

customer

problems

before

they

occur

and

provide

product

recommendations. A framework for predictive models emphasizes that predictive
models alone do not add business value, but rather must be deployed in a decisionmaking or business process. In addition, predictive models should reflect clear
business requirements, involve business knowledge and heuristics, should be based
on high quality and appropriate data, and must be tested over time to ensure their
predictive power (Kalechofsky, 2016). Continuously improving the models requires a
formal process which mainly consists of pan, build and implement activities, see Figure
2 - Modelling process (Kalechofsky, 2016). Predictive model success can both be
tested technically and business wise, for example by identifying false positives or
revenue gains.

Figure 2 - Modelling process (Kalechofsky, 2016)
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Predictive Security Analytics
Traditional cybersecurity measures have one fundamental weakness since they can
“only passively prevent, detect, and react to cyberattacks” (Lui, 2005, p. 7).
Consequently, not all cyberattacks are prevented or detected since detection systems
can lag behind and intrusion responses can be too late. A proactive cyber strategy,
however, can be achieved by the ability to predict cyberattacks in a timely manner,
enabling the organization to contain, isolate or eliminate the attack before it causes
significant damage (Lui, 2005). In order to achieve the above mentioned, predictive
analytics is applied in information security, which results in predictive security analytics.

Two applications of PSA
Two applications of prediction in information security can be identified in the literature,
namely the prediction of cybersecurity trends and the prediction of incoming threats,
see Table 2 - Two PSA applications. Both perspectives are covered in the following
paragraphs.

Table 2 - Two PSA applications

Application
Trend forecasting

Predictive element
Predict security trend data
based on historical data

Threat prediction

Predict incoming attacks
based on predictor variables

•
•
•
•

Use
Resource allocation
Raise threat awareness
Adjust cyber defense
configuration
Take immediate action to
stop attacks

Trend forecasting
The work of Bakdash et al. (2017) suggest the use of a predictive model to forecast
the number of weekly future cyberattacks based on analyst reports of cyberattacks,
enhancing threat awareness and resource allocation. This application of Predictive
Security Analytics is novel in a sense that analyst data is used exclusively instead of
automated data from, for example, anti-virus software and intrusion detection systems.
With this method, false alarms are excluded in the analysis (Bakdash, et al., 2017).

Abraham & Nair (2015) suggest a model to obtain security metric data about enterprise
vulnerabilities in the relation their lifecycle events by using attack-graphs. They suggest
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that by understanding this relationship and by developing appropriate stochastic
models, the future can be predicted in terms of vulnerability trends, to enhance
resource allocation and to protect key assets (Abraham & Nair, 2015). The proposed
model could help to identify key systems that must be reinforced in terms of security
based on the likelihood of being intruded as well as the corporate risk level of being
compromised. Similar to the work of Bakdash et al. (2017), the proposed model of
Abraham & Nair (2015) forecasts trends, which are quantitative data, and do not
specifically predict a single attack. Similar to the work of Abraham & Nair (2015) and
Bakdash et al. (2017), Zhan, Xu & Xu (2013) suggest a technique to forecast
quantitative attack data that enable defenders to adjust their defense configuration and
allocate resources accordingly (Zhan, Xu, & Xu, Characterizing honeypot-captured
cyber attacks: Statistical framework and case study, 2013).

Security trend prediction is also mentioned in a survey by the SANS Institute (2013) as
one of the goals of security analytics. They advocate an ability to “predict future trends
based on current and past behaviour to stop threats” rather than making discoveries
after the fact4” (Shackleford, SANS Security Analytics Survey, 2013, p. 5). However,
the survey results of 2016 show that companies are not satisfied (40,9%) with their
ability to predict and prevent unknown threats (Shackleford, SANS 2016 Security
Analytics Survey, 2016).
Threat prediction
Previously mentioned work is related to predicting cybersecurity trends. The following
work, however, is focused on actively predicting incoming threats to take immediate
action. In addition, both cases illustrate that prediction and detection are closely related
methods.

Prediction based on detection. That is what the method of Kim & Park (2014) suggests
to increase the detection and prediction of Advanced Persistent Threats5 (APT). Their
method differentiates from other work, which primarily uses quantitative data, by using
prediction technologies based on intrusion detection event data. Their model tries to
4 A cyberattack hit or attempt
5 Stealthy, continuous hacking process that goes undetected for a long period of time. Often sophisticated technologies are

used to exploit system vulnerabilities (Musa, 2014).
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find correlations between intrusion detection events to predict potential threats as it is
found that attacks before or after a specific attack exist in a correlation. When an
intrusion is detected, the model predicts the next attack in the derived attack scenario
(Kim & Park, 2014). However, this way of predicting threats has some flaws, since it is
heavily dependent on the performance of Intrusion Detection System (IDS). It is of
importance that the IDS is stable and accurate. In addition, the model can only predict
attacks of which its related events have been detected first, meaning that new,
unknown attacks will impact the organization since they were not detected beforehand.

The fact that detection is closely related to prediction is further elaborated in the work
of Nieuwenhuizen (2017). His work acknowledges cryptoware (and ransomware) as a
serious threat for today’s enterprises and demonstrates the possibilities of using a
predictive model to accurately detect incoming cryptoware attacks (Nieuwenhuizen,
2017). His model uses a behavioral, dynamic-based, approach which entails real-time
monitoring of processes to detect if any are behaving with malicious intent. This is in
contrast to a static approach, which determines whether an event is a threat based on
a binary file without looking at its behavior. To classify the threat level of suspected
threats, e.g. safe or malicious, a supervised machine learning prediction model is used,
which means that a decision algorithm is trained to recognize behavioral
characteristics of potential cryptoware. In conclusion, this model uses a predictive
element to detect and terminate cryptoware attacks.

According to an EY security specialist, PSA consists of the creation of attack scenarios
(use cases) based on cyber threat intelligence6 (CTI) (E2, 2017). Moreover, enterprises
use threat intelligence to increase their ability to sense potential threats, e.g. they
gather specific data on cryptoware attacks in the enterprise’s industry. The next step is
to determine if the enterprise is actually capable to detect the attack, and if not,
necessary measures are implemented. Consequently, threat scenarios that could
impact the organization are described, and based on these use cases, effective
countermeasures are taken. This view on PSA is similar to the work of Nieuwenhuizen
(2017) and Kim & Park (2014) in a sense that a single threat is ‘predicted’, but is

6 CTI is “the result of the process that combines information to create an overview of an adversary and their intent, tactics,

techniques, procedures” (Planqué, 2017).
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different in a sense that its foundation contains external data. This approach is different
to trend prediction because it is focused on single attacks, however, the work of
Bakdash et al. (2017) has similarities in a way that external (analyst) data is used as
input to make the predictions.
Theory versus reality
The proposed PSA models in the above paragraphs are still under development and
require future research in order to demonstrate their effectiveness in real life
configurations. Fortunately, the authors do raise recommendations to overcome
limitations in the future, for example to increase algorithm training speed, real time
database monitoring and the accuracy and stability intrusion detection rules (Kim &
Park, 2014). Academia, however, are making a progress in improving their models. For
example, Zhan, Xu & Xu complemented their model from 2013 with new techniques
that extend the prediction horizon and increase accuracy from 70.2-82.1% to 86.087.9% (Zhan, Xu, & Xu, Predicting cyber attack rates with extreme values, 2015).
Furthermore, Lambert (2017) shows that advancing technologies such as neural
networks can increase the accuracy of security analytics models and that they enable
effective threat detection methods such as anomaly detection (Lambert, 2017).
Overall, academic literature on the applications of PSA provides potential predictive
methods to stop cyberattacks and specifically mention future research areas, but lacks
comprehensive case studies that are performed in real configurations. Even the most
recent models require additional research in order to be effective (Bakdash, et al.,
2017; Nieuwenhuizen, 2017; Mills, Stuban, & Dever, 2017; Lambert, 2017), which is in
line with recent survey results about the use and satisfaction of security analytics
applications (Shackleford, SANS 2016 Security Analytics Survey, 2016).

Human intelligence
The mentioned approaches on PSA mostly consist of mathematical models and
quantitative results that help organizations to prepare for future attacks, e.g. proactive
resource allocation and cyber defense configuration. However, to make a security
decision-maker’s actions optimal, a better understanding of the correlation between
vulnerabilities and impact is crucial (Mills, Stuban, & Dever, 2017). Mills, Stuban &
Dever (2017) found that effective threat mitigation requires analytical thinking and
problem solving skills, i.e. human capabilities. This statement emphasizes the
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importance of employee skills and competencies in relation to the effective use of PSA
within an organization. An additional limitation of solely working with quantitative data
is that each cyber-event/attack is treated equally. Hence, impact differences are
excluded in the analysis of potential threats and trend forecasts (Bakdash, et al., 2017).

The necessity of human interference in a PSA capability is further explained by
Davenport & Amjad (2016). They state that the most effective cybersecurity
configurations will be hybrids of human and machine intelligence because there is a
need to investigate raised security alerts before taking corrective actions, e.g. when it
concerns internal threats. It is a challenge to take rapid action on identified threats
when they come in large numbers but PSA helps to prioritize and reduce the number
of threats in scope (Davenport & Amjad, 2016).
Standards
All the studies in regard to PSA reviewed so far suffer from the fact that a relation to
information security standards is missing. However, the NIST Cybersecurity framework
(NIST CSF), a computer security policy framework for the US private sector
organizations that assesses and improves the ability to prevent, detect and respond to
cyberattacks, has incorporated a predictive element in its standard. The framework
suggests that cybersecurity practices should be adapted on predictive indicators which
are based on historic and current cybersecurity activities to adapt to the changing
cybersecurity landscape and to quickly respond to sophisticated and evolving attacks
(NIST, 2014). Moreover, they use predictions in the risk management process. The
authors of the framework suggest an attack-graph approach to identify organization’s
‘most vulnerable resources’ by exploring all paths an attacker could take to breach a
computer system’s security (Johnson R. C., 2008).
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3

Methodology

This chapter describes the applied research approach – design science research –
and data collection techniques used in this present study. Furthermore, the following
section explains how the research results were obtained and validated.

3.1

Design science research

Figure 3 - Design Science. Adopted from Hevner et al. (2004)

Design science (DS) is the research method used to write this Thesis. Design Science
is a research approach which is specifically fitted for information systems research.
This method is applied when there is a need to solve an organizational problem which
can be tackled with the creation and evaluation of IT artifacts (Hevner, March, Park, &
Ram, 2004).

Design science research is a perfect fit for this current study because of the nature of
the problem (as depicted in section Problem Statement), and the solution to this
problem, namely an artifact. The key differentiator of design science is a clear
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contribution to the archival knowledge bases and methodologies. Since a quality
framework for predictive security analytics (PSA) has never been created before, a
clear contribution is identified. The DS research framework is presented in Figure 3 Design Science. Adopted from Hevner et al. (2004).

A six-step process is followed to adhere to the design science principles and to
structure the research approach. This process is designed by Peffers et al. (2006) and
consists of the six following phases: problem identification, objectives, design,
demonstration, evaluation and communication, see Figure 4 - Research model based
on Peffers et al. (2006). In the following section, each phase is discussed in the context
of this research.

Figure 4 - Research model based on Peffers et al. (2006)

3.2

Research process description

The research model is based on the paper of Peffers et al. (2006). The authors created
a nominal DS process model that is consistent with prior DS research literature. Each
rectangle in the process represents a research objective. The model identifies multiple
entry points but this research started at the beginning, a ‘problem centered approach’.
The research objective and questions (stage 2) that are described in section –
Objective & Research questions - are a result of the problem statement (stage 1)
issued earlier.
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The following step is to design the actual artifact. A clear identification and
understanding of all the concepts is required to build the framework (artifact).
Therefore, a sound theoretical foundation was created to define al concepts related to
this study and were, by the means of an extensive literature review and interviews with
security experts, the components identified to build the artifact. Consequently, the
gathered information was analyzed and synthesized in order to design and build the
artifact (stage 3).

The demonstration phase included the validation of the framework and the evaluation
phase included the further evaluation and improvement of the framework. The
evaluation consisted of obtaining feedback from specialists of the host organization EY
and the researcher’s professional network. The results were shared to the academic
stakeholders via this master Thesis.

3.3

Methods and techniques

This research leans significantly on academic literature. A comprehensive literature
review was conducted to define all concepts that are related to the research objective,
to discover input for the design of the framework and to check for related academic
work regarding the research topic. A definition, the origin and applications of predictive
security analytics were looked into. The relation between information security and
quality is demonstrated and quality management is further described.

Figure 5 - Design process

The design of the final artefact followed a structured process, see Figure 5 - Design
process. It started with defining the characteristics of PSA to provide criteria that help
to identify which quality factors should apply to PSA. This step was followed by a
literature review to explore which quality management frameworks/practices are
related to information security (sub-research question 1). A deeper review of the
practices was conducted to set-up a list of candidate quality factors. This list was used
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as input during the first round of interviews with information security experts to collect
more candidate quality factors (sub-research question 2). The results of each interview
were processed in an iterative process to update the candidate list which was used
again in each subsequent interview.

In addition to the iterative generation of the candidate list, a prototype artefact was
created during the process. A quality framework concept version was redesigned and
improved after each interview. The prototype served as a guide during all interviews.

Literature study was performed to determine how PSA quality should be measured
(sub-research question 3). Questions regarding Critical Success Factors (CSF) of a
quality management framework were asked during all interviews (sub-research
question 4). In addition, framework CSFs were identified during the analysis of the
candidate list.

After completing all above steps, we have sufficient information to create the artifact.
Based on specific selection criteria, which are discussed in chapter 4, the candidate
list was filtered to obtain a final set of quality factors that are all input for the quality
framework (final artefact). The artifact was created and consequently validated during
two interviews with security experts from both the host organization and the
researcher’s professional network. This validation was required to test the usefulness
and relevance of the framework in practice. New quality factors were identified during
the two validation interviews.
Literature review
The literature review is mainly performed on the topics of predictive security analytics
and quality management. The literature study is an important component of the DS
research approach since it is considered an ‘applied research discipline’. Frequently,
theories are applied from different disciplines so an extensive review of these theories
is essential (Peffers, et al., 2006).

The theoretical sources included mainly journal papers (including state-of-the-art
journals, e.g. MIS Quarterly and MIT Technology Review), conference publications,
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management practices and company whitepapers. The host organization’s internal
knowledge repository was used for exploratory insights on the research topic.

To find and gain access to scientific material, multiple search engines were used.
Usually, the search started on Google Scholar (http://scholar.google.com) to obtain a
broad view on the available literature. In addition, all research concepts were searched
on ScienceDirect (http://www.sciencedirect.com/). Despite a lower number of sources,
ScienceDirect provides high quality papers that were very applicable in some cases.
To get a better understand of the market perspective, plain Googles (www.google.com)
searches were conducted.

Interviews
Empirical data were gathered via the means of semi-structured interviews to allow for
flexibility during the sessions. Two exploratory interviews with EY information security
specialists were conducted early in the research process to obtain a broader view on
the topic and to validate specific findings on the application of predictive security
analytics. In addition, six semi-structured interviews were used to obtain input for the
framework and two interviews to validate and evaluate the framework once it was build.
With approval of the interviewees, each interview was recorded with a mobile phone
and transcribed afterwards. Consequently, the transcription was sent to the interviewee
to validate its correctness and validity. The length of the interviews was approximately
60 minutes.

Interviewee profile
The interviewees were selected based on their expertise and experience with security
analytics, information security and quality management. Interviewees with different
professional backgrounds and relations to the research topic were selected to increase
internal

validity.

As

a

result,

quality-focused,

technical-focused

and

governance/compliance-focused experts participated in the interviews. Given the
research goal and scope, the population of interest concerns specialists that serve
banks primarily.
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Interview protocol
Semi-structured interview protocols were created to collect all the data that was
needed to create a sound theoretical background and to answer all sub-questions. The
protocols were based on the insights gained from the literature studies. As mentioned,
the protocols were semi-structured to allow the researcher to dig deeper into interesting
ideas that were brought up during the interviews. When deemed necessary, interview
protocols were slightly improved in between interviews to increase their validity. All
interview protocols are provided in Appendix F and the overview of (anonymized)
interviewees is found in Appendix E.
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4

Requirements collection

Quality management frameworks are used to determine and maintain the quality of
products and services, for example in software development and manufacturing.
However, there is no quality framework available for predictive security analytics so it
is not clear how such a framework is build. To discover of which components the
framework should be build, we consider existing quality frameworks that can be related
to predictive security analytics. The section below provides the data that has been
collected to create the foundation for the quality framework that is presented in chapter
five. The characteristics of PSA are identified and Quality Management (QM)
frameworks are examined to collect quality factors that apply to PSA. In addition, semistructured interviews were conducted with security experts to gain insights into what
quality factors should determine the quality of PSA. The potential quality factors have
been analyzed in order create a final set of quality factors that form input for the final
product. This chapter provides answers to research sub-questions one and two.

4.1

PSA characteristics

Like any other IT capability, PSA has certain characteristics that specify how the quality
of it can be determined. It is essential to understand its key characteristics and
similarities with other solutions before examining existing QM frameworks to identify
potential quality factors. What are the characteristics of PSA? We start with the
parallels to other solutions and then we explain its unique characteristics.

Parallels
PSA solutions consist primarily of software that monitors the cyber-perimeter of an
organization and predictive models to predict single incoming attacks or security trend
information. Monitoring and the development of predictive models are conducted with
software, hence, it is logical to incorporate quality factors that relate to software and
technology. Furthermore, similar to analytics solutions, PSA is heavily reliant on data
from various sources with unique data models. Data may contain different structures
and formats, and different levels of quality. Hence, it is logical to consider quality factors
that concern data quality. Similarly to other IT capabilities, PSA is a socio-technical
solution since it is operated by employees within an organization. Employees may have
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different backgrounds and experience, knowledge and skills, hence it is rational to
incorporate factors that involve human capabilities.

Unique characteristics
As discussed in the theoretical background, three characteristics distinct predictive
analytics from related technologies, which are briefly discussed below. Each
characteristic entails quality factors that form input for the artefact.

Focus on the future
Focus on the future relates to the prediction of potential cyber-threats, both the
prediction of trends and single threats. Predictions are statements of what will might
happen in the future (Vocabulary, 2017). Since it is not sure what will happen,
predictions are not always close to reality, so they contain a degree of accuracy. In
addition, PSA predictions are produced by predictive models that are based on data
so the quality of that data may influence the quality of the predicted outcomes.
Multidisciplinary
Business and IT security staff must cooperate to accurately determine the impact of
potential cybersecurity-threats because IT employees may not have sufficient business
knowledge and business employees may not understand all technical vulnerabilities.
In addition, employees with different skills and competencies must collaborate to
optimize the PSA capability since specific data must be collected and prepared
accordingly, predictive models are to be created by statistical and data mining experts
and must be validated by employees that adequately understand the business risks.
Based on the above mentioned, quality factors regarding team multidisciplinarity and
human capabilities are identified.
Inductive in nature
With PSA, conclusions and new insights, e.g. previously unknown patterns and
correlations, are derived from data. However, these insights are to be validated by
experts that can interpret the results. In other words, a machine generates potential
relevant results that may not have been found before, but in order to apply the findings,
a human employee must be able to interpret them and may verify the findings without
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the use of existing theory or context. Again, quality factors in the context of human
capabilities are identified.

4.2

QM frameworks related to information security

The literature contains several QM standards and frameworks which are, irrespectively
of the type of product or service companies offer, applicable in various industries. For
this present research, however, we need to identify those that can be related to security
analytics capabilities to generate input for the PSA quality framework. The question is,
which QM frameworks do apply to this present research? The search started by looking
for QM frameworks designed for security analytics and predictive analytics. However,
searches on terms such as ‘quality management predictive analytics’, ‘quality
management security analytics’ and ‘quality factors analytics’ yield very few results. To
ensure input for the framework, the search focus has been moved towards information
security. In the paragraphs that follow, QM frameworks that apply to information
security capabilities are described and their suitability is presented in Table 3 Overview of QM frameworks.

Table 3 - Overview of QM frameworks

Framework
Total Quality
Management (TQM)

•

•

•
•

Security Policy QM
Framework

•

•

Advantage
Employs a
holistic,
multidisciplinary
approach
Promotes an
organizational
culture for quality
improvement
Considers
human
capabilities
Can be applied
for information
security
management
Policy relates to
compliance
which is part of
the scope of this
present research
The quality
factors originate

•
•
•

•

Shortcoming
Lacks a technical
focus area
Lacks a data
quality focus
area
Lacks attention
to the
measurability of
quality

Lacks a holistic
approach that
includes both the
human (social)
and technical
aspect of PSA

Conclusion
TQM is useful for
this research
because it is mainly
stakeholder and
employee oriented,
which is in line with
the social aspect of
PSA. However, TQM
does not suffice as a
stand-alone
framework for PSA
because it is
insufficiently focused
on the technological
aspect.
The framework
includes several
quality factors that
do apply to the
technical aspect of
PSA since its
foundation is based
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Framework

•

ISO 25010

•

•
•

CMM

•

•
•

•

Advantage
from software
•
development and
data model
quality which
both apply to the
technical aspect
of PSA
The framework is
focused on
information
security

Shortcoming
Lacks attention
to the
measurability of
quality

Identifies a
•
distinction
between product
quality and
quality in use
Attention for the
measurability of
•
quality factors
Quality factors
relate to the
technical aspect
of PSA
Employs a
•
holistic approach
by addressing
technology,
social,
organizational
and external
environment
aspects
Attention for the
measurability of
quality
Can be applied
for information
security
management
Introduces
maturity as driver
for quality

Lacks a holistic
approach that
includes both the
human (social)
and technical
aspect of PSA
Lacks focus on
information
security

Does not provide
any quality
factors

Conclusion
on software
development.
However, the
framework does not
suffice as a
comprehensive
quality framework for
PSA because it
lacks quality factors
that relate to
employee
capabilities,
organizational and
governance
structures and
processes.
The ISO 25010
framework does not
suffice as a one-onone fit for PSA
because it is merely
focused on software.

The CMM does not
provide ready-toimplement quality
factors for predictive
security analytics,
and therefore, CMM
does not suffice as a
stand-alone
framework to
determine PSA
quality.

TQM
Total Quality Management (TQM) is a management practice for increasing competitive
performance by raising the quality of products and processes (Fok, Fok, & Hartman,
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2001). TQM contains seven basic principles that demonstrate that quality is pertinent
to organizations and determines what elements drive quality. Fundamental to the
approach is the establishment of an organizational culture in which all employees
promote improvement of processes, products and services (Kan, Basili, & Shapiro,
1994). TQM adheres a holistic, multidisciplinary approach where statistics is used for
process optimization, managerial skill to enhance the human component and a
customer-entered focus is used to deliver on customer needs (Fok, Fok, & Hartman,
2001). According to Fok, Fok & Hartman (2001), TQM can be applied to increase an
effective management of information security based on a selection of TQM principles,
see Table 4 - TQM quality factors for ISM (Fok, Fok & Hartman, 2001). To help
understand the applicability of QM in relation to information security, it is worth to
mention that in quality management, the customer is the equivalent to the stakeholder
in information security. Fok, Fok & Hartman (2001) state that the overall quality could
be improved if each internal stakeholder is satisfied in its needs.
Table 4 - TQM quality factors for ISM (Fok, Fok & Hartman, 2001)

Quality factor
Customer focus

Attention to process

Continuous improvement

Human factors, management and
leadership

Criteria / characteristics
Supplier partnership
Service relationship with internal customers
Never compromise quality
Customer driven standards
Training
Suggestion scheme
Measurement and recognition
Excellence teams
Systematic measurement and focus
Excellence teams
Cross-functional process management
Attain, maintain and improve standards
Plan (drive, direct)
Do (deploy, support and participate)
Check (review)
Act (recognize, communicate and revise)

In support of TQM being applicable for ISM, Ma, Schmidt & Pearson (2009) suggest
an integrated framework that builds on the ‘continuous improvement’ principle of TQM
where information security management (ISM) is conceptualized as a continuous
decision-making process. The framework may help organizations to effectively
implement an ISM plan. In addition, the authors confirm that ISM is not merely a
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technical system but also involves a social system that is concerned with people,
involving characteristics and relationships among them.

Security policy quality
Maynard & Ruighaver (2006) conducted a study in which they suggest a framework to
evaluate the quality of an information security policy, see Figure 6 - Information
Security Policy Quality Framework (Maynard & Ruighaver, 2006). Similarly to this
present research, the available literature lacked an applicable framework so the
authors developed one based on existing frameworks from different research fields, in
this case software development and data model quality, which are both applicable to
this present research because PSA is rich of software that leans on data models. They
included among others the ISO 9126 standard to identify six core quality factors and
the software quality model of Cavano & McGall (1978) to define the quality
characteristics per factor (Maynard & Ruighaver, 2006). The authors presented a
multiple case study in a separate research paper with the main conclusion that quality
factors functionality and usability, including characteristics suitability, operability and
understandability,

are

deemed

most

important

for

security

policy

quality.

Attractiveness, stability and recoverability where found least relevant (Maynard &
Ruighaver, 2007). The model of Maynard & Ruighaver (2006) is applicable to this study
because security policy relates to the element compliance which is part of the research
scope. The work of Cavano & McCall (1978) suggests a framework to measure
software quality in which they identified eleven factors that determine quality of a
software system in development. These factors are broken down into ‘softwareoriented attributes which provide quality’, which consequently are measured by predefined metrics. In addition, the authors address the complexity and challenges of
quantifying software quality, for example due the invisibility and intangibility of software
(Cavano & McCall, 1978).
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Figure 6 - Information Security Policy Quality Framework (Maynard & Ruighaver, 2006)

ISO 25010
The above mentioned ISO 9126 framework has evolved into ISO 25010 in 2007, which
is part of the the SQuaRE series: Systems and software Quality Requirements and
Evaluation. It has been complemented with three quality factors: compatibility, security
and functional suitability and has rearranged quality factors. The ISO 25010 framework
introduced, in addition to its product quality model (eight factors), a ‘quality in use’
model which consists of five quality factors, respectively effectiveness, efficiency,
satisfaction, freedom from risk and context coverage, that relate to the output of human
computer interaction in specific context. The quality factor ‘context coverage’ includes
characteristics ‘context completeness’ and ‘flexibility’ (ISO, 2011). Context quality is
considered an essential quality for predictive analytics (Anagnostopoulos, Qualityoptimized predictive analytics, 2016). The quality in use model is applicable to this
present research because the overall PSA quality depends on the quality of the
predictive model output and the process of using the output (N1, 2017; N2, 2017; N4,
2017).
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CMM
Predictive Security Analytics is a cybersecurity capability that relies heavily on
software, e.g. the systems that collect and correlate security related data. Therefore,
the Capability Maturity Model (CMM) program, which finds its origin in software
development, is considered. CMM is similar to the ISO 9001 standard in the sense that
they both regard to quality and process management. CMM describes principles and
practices that underlie process maturity and is designed to help organizations to
improve maturity of their software development processes by providing an
evolutionary, five-step path ranging from ad hoc to very mature. The five maturity levels
are:
1. Initial
2. Repeatable
3. Defined
4. Managed
5. Optimized (Paulk, 1993)

Each level consists of various key process areas that an organization should focus on
to increase its maturity in a certain level. According to the CMM, an organization
requires at least a level 4 (managed) maturity in order to adequately measure quality
of its product or service. Level 4 is defined as: “Detailed measures of the software
process and product quality are collected. Both the software process and products are
quantitatively understood and controlled” (Paulk, 1993, p. 3). Level 4 includes two key
process areas, respectively Quantitative Process Management and Software Quality
Management.

The CMM has been used as a foundation for various cybersecurity maturity models
(Barclay, 2014; Global Cyber Security Capacity Centre, 2016; Acohido, 2015). Similarly
to the CMM, these cybersecurity maturity models address, at a certain maturity level,
the use of (effective) measures to demonstrate operational performance including cost,
schedule, quality, customer satisfaction and ROI (Acohido, 2015). It can be concluded
that quality derives from a certain level of organizational maturity. Cybersecurity
maturity models could be useful for developing quality framework for PSA since they
adhere a holistic approach by addressing technology, social aspects and the
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organizational and external environment, which are all considered essential factors in
combating cyberattacks (Barclay, 2014).

4.3

Final set of quality factors

So far this section has focused on analyzing the above-mentioned frameworks and it
was concluded that they do not suffice as a suitable quality management framework
for PSA due to a number of shortcomings as described in Table 3 - Overview of QM
frameworks. Fortunately, some elements (quality factors) do apply to determine the
quality of PSA. The next step is to validate the findings with security experts so semistructured interviews have been conducted. During these interviews, security experts
shared their insights on which quality factors should determine the quality of PSA.
These insights are mapped and complemented to the quality factors that are derived
from the QM frameworks. This process resulted in an extensive list of candidate quality
factors, see Appendix A for a complete overview.
The process

Figure 7 - Filter process

The collection of candidate factors is not ready yet to form the foundation of the artefact
due to redundancy and missing explanations. In order to acquire a complete,
applicable set of quality factors, they were tested against selection criteria which are
not mutually exclusive, see Table 5 - Selection criteria. See Figure 7 - Filter process
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for a depiction of this filtering process. The assumptions that have been made to come
to this final set are found in Appendix B. In addition, while analyzing the list of candidate
quality factors, some were labelled as a QM framework success factor instead of a
quality factor because they do not impact quality of PSA but are essential for framework
to succeed within a bank. See Appendix C for an overview of quality factors that were
empirically derived from the interviews (criteria C1).
Table 5 - Selection criteria

Selection criteria
C1

C2
C3

Description
Quality factor has been raised at least three times during interviews.
Six interviews were conducted to collect input data to create the
artefact.
Quality factor is directly related to the characteristics of PSA.
Quality factor is deemed necessary to determine and maintain PSA
quality according to researcher’s insights.

Taking in consideration both the unique and generic characteristics of PSA, the input
from quality frameworks that have been analyzed, the interview results from security
experts and the researcher’s insights, we can conclude that the following quality factors
and characteristics should determine the quality of predictive security analytics within
banks, see Table 6 - Final set of quality factors. The factors are aggregated into six
domains: data, compliance & regulatory, organization & governance, process,
technology and people. The EY Cyber Program Management (CPM) framework, which
is a tool to assess an organization’s security posture, has been used as a base to
identify four of the six domains. Data and people have been identified during the
interviews. Some quality factors are divided into sub-characteristics to be more
precise. For each quality factor, the explanation to incorporate it in the framework is
provided in column ‘Explanation’.
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Timeliness

Accuracy

Completeness

Interpretability

External
regulatory
requirements
Privacy
requirements

Roles &
Responsibilities

Compliance
& regulatory

Organization
& governance

5

6

7

8

9

11

10

Relevance

4

Suitability

Compliance

Compliance

Availability

Sub-characteristic
Confidentiality

3

Quality factor
Security
Integrity

Domain
Data

2

#
1

Table 6 - Final set of quality factors
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Various roles and responsibilities are required to assure effective use and quality
of PSA. Taking effective measures to counter cyber-threats requires decisionmaking responsibilities performed by various organizational roles. For example, a

Explanation
PSA input and output data may only be accessed by someone with the
authorisation to do so due to the sensitivity of the data. This is determined by the
owner of the data.
PSA data and information must be protected from being modified by
unauthorized parties.
Degree or extent to which PSA data continues to be available and accessible
when required to use. To respond in a timely manner on cyber-threats, which is
crucial to adequately protect company assets, data must be readily accessible.
The applicability and usefulness of information, e.g. threat intelligence is only
useful when it applies to the organization and its cyber threat landscape. A bank
may collect different threat intelligence than a car manufacturer to protect its
assets. In addition, predicting trends may require different information than
predicting single occurring threats.
Data must be current and on time in order to create relevant predictions.
Outdated data is less relevant.
Data must be free from errors (conform the truth) in order to create accurate
predictions. Inaccurate predictions are a waste of resources.
Data must be complete to create valid predictions. Incomplete data could lead in
to inaccurate results. For example, excluding the use of dark web data(external)
may lead to missing valuable indicators of potential threats.
PSA results (output) must be understandable in order to use it appropriately, for
example in decision-making.
External regulators can compel data management, privacy, reporting and cyber
resilience requirements (and other areas) that may impact, both negatively and
positively, the use of PSA within organizations.
Privacy regulations, e.g. GDPR, could limit/prohibit the collection and use of
certain data. If relevant data for PSA is affected by these regulations, the quality
of the PSA results could be lower.

Explainability
(defensibility)

Accuracy

19

Predictive
model

17

Completeness

Maintainability

Asset
Management

16

Continuity

Completeness

Multidisciplinarity

Sub-characteristic

18

Process

15

Technology

Continuous
improvement

14

Monitoring

Process

13

Quality factor

Team set-up

Domain

12

#
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Explanation
security analyst may decide whether a quarantined application is malicious or not
and a data steward may decide on tactical problems to ensure data quality. The
specified roles must suit the organizational structure and PSA needs.
Predictive analytics outcomes must be translated into meaningful information,
meaning that different people with different knowledge, background and skills are
involved in data collection and preparation, and in the development and
validation of the predictive models. In addition, cross-functional teams
“encourage communication and business understanding” and ensures that the
system reflects the needs of the organization (Fok, Fok, & Hartman, 2001, p. 4).
Monitoring is both an enabler and a quality factor. Monitoring of company assets
and processes enables organizations to (1) identify deviations in baseline
behaviour and to (2) perform quality checks on input and output. The degree to
which assets and PSA related processes (e.g. data collection and preparation),
are monitored impacts the quality of PSA results because inadequate monitoring
could lead to incomplete and inaccurate information.
Predictive models should be continuously improved to increase output accuracy.
This process includes a feedback loop that consists of predictive model output –
analyst checks results –model adjusts.
Processes associated to PSA, e.g. data collection and monitoring, should run
continuously since interrupted processes could lead to lower quality data.
Degree to which digital company assets are identified and registered. A bank,
and any other organization, must protect its assets to ensure business continuity.
With PSA, we aim to protect assets by predicting threats that can damage them.
To determine whether potential cyber-threats impact an organization, we must
know which assets are to be protected. This includes complete registration and
status of all digital assets because incomplete asset information may lead to
incorrect threat risk assessments.
Predictions should be as close to reality (to the truth) as possible because they
involve major implications in decision-making.
Predictive models must be able to be adjusted and improved with low effort due
to ever changing environments and requirements, e.g. an organization’s threat
landscape, functional system or hardware specifications. Maintainability includes
scalability (Lambert, 2017) and changeability (Maynard & Ruighaver, 2006)
When making inferences based on PSA results, e.g. to allocate more resources
based on a trend prediction or to block an internal user’s account which is

Skills &
Competencies

Knowledge

Training

23

24

25

Suitability

Completeness

Suitability

Integrity

Employee

22

People

Completeness

Software
Update
Management

Sub-characteristic

21

Quality factor

Suitability (functional
appropriateness)

Domain

20

#
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Explanation
suspicious of fraud, it is important to explain why certain predictions are made. In
forensics, this is called defensibility. In regard to developing a predictive model,
e.g. by the use of a machine learning algorithms, there is a trade-off to be made
between model accuracy and explainability.
The appropriateness of predictive model to meet the stated goals and
objectives, i.e. the predictive model should fit the use (Baker & Wallace, 2007).
For example, there could be a different model to predict an incoming malware
attack than to predict a dDoS attack.
Degree to which predictive security analytics software are updated and patched.
That is to ensure the most advanced features are available to improve the
predictive models. This quality factor has been raised during interviews as Patch
Management in a different context, i.e. the degree to which company applications
patches are identified and registered in order to correlate threats, assets and
vulnerabilities.
Extent to which employees that work with PSA are trustworthy and reliable
(Hoch, 2013). PSA may uses and produces sensitive (personal) information that
can be abused by malicious employees. For example, an employee could alter
specific information to protect someone’s interests which leads to an unclear
view of reality (inaccurate results).
Various skills (learned activities) and competencies (abilities, behaviour and
knowledge to use skill) are required to develop, validate and use the results of
PSA.
Specific knowledge is required to design and implement predictive models and to
interpret PSA results. For example, insufficient business knowledge could lead to
a poor estimation of threat level which can lead to a misjudgement in resource
allocation.
Staff working with PSA should be trained accordingly. For example in network
security to identify Indicators of Compromise (IOC).

5

Quality framework

In this present research we aim to design a quality management framework to
determine and maintain the quality of predictive security analytics. So far we have
collected all core elements to build the artefact which is presented in this chapter. In
addition to presenting the artefact, we define how quality is measured and specify the
requirements of the artefact to be successful within a bank. How can the quality of PSA
be measured and what are the of quality management framework’s critical success
factors to improve PSA quality? The section below presents the framework that has
been designed, a method to measure quality and the framework’s critical success
factors.

5.1

Framework design

The framework consists of three layers. At the top level, there are six quality domains
which have been identified in the analysis of the candidate quality factors (Appendix
A). Each column represents a quality domain.

The middle layer consists of the quality factors that determine the quality of predictive
security analytics. A distinction is made between quality of the predicted values (model
output), which is called ‘product quality’, and quality of the values in use, which is called
‘quality in use’. This distinction is adopted from the ISO 25010 quality framework for
software development. Quality in use is described as “the degree to which a product
or system can be used by specific users to meet their needs to achieve specific goals”
(ISO, 2011). In the context of PSA, the ‘product’ concerns the predictions, both trends
and single threat predictions, that are produced by the predictive models. The ‘needs
and specific goals’ relate to the desire to take effective counter measures in advance
to protect against incoming cyberattacks. Predictions can be accurate, timely, and
interpretable but if the process of acting on these prediction is ineffective, the overall
quality is low. Product quality and quality in use are considered two dimensions of
quality which means that all quality domains and its inherent factors consists of two
dimensions.
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The bottom layer represents the measurability of PSA quality for which the use of
quality measures is suggested, see section 5.4 Quality measurement. The two
dimensions of quality apply to the measurability of quality as well, which means that
different measures are in place to measure product quality and quality in use.
Coherence between framework components
The six domains have a clear overlap with the Big Data Value Creation Model which
illustrates how value is created from data via the means of capabilities and analytics,
see Figure 8 - Big Data Value Creation Model (Verhoef, Kooge & Walk, 2016).

Figure 8 - Big Data Value Creation Model (Verhoef, Kooge & Walk, 2016)

The model incorporates four main components: big data assets, capabilities, analytics
and value (Verhoef, Kooge, & Walk, 2016). Five out of the six quality domains are
directly identified in the model, respectively data, organization, process, people and
technology. The Big Data Value Creation model is used to demonstrate the coherence
between them by projecting each component on predictive security analytics. Data are
considered the company’s assets which are accumulated over time to create value.
We identify a parallel to PSA in the way that data is the key resource to create
predictions about cyber-threats. However, value is not created merely by the presence
of data, but via the related capabilities to exploit these data (Verhoef, Kooge, & Walk,
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2016). These capabilities, respectively people, processes, systems (technology) and
organization, can be considered the ‘glue’ that enables (big) data. This also accounts
for PSA as we need people with various capabilities to develop and validate predictive
models, processes to collect data and monitor assets, predictive models (systems) to
create insights about the future and the organization to orchestrate and embed the
whole process. The next step in the model is to apply analytics in order to gain insights
that provide input for business decisions and improve the models that support and
direct decision-making. This multi-purpose approach is also identified in PSA, since we
aim to gain insights about future cyber-threats to take effective counter measures and
we use data to continuously improve the underlying predictive models to enhance
decision-making. Value is created when these insights lead to truly effective business
decisions. In PSA, value is created when the predictions enable organizations to take
effective counter measures to reduce the risk or to completely eliminate a cyber-threat
before it impacts, increasing the organization’s security level.

The quality framework that is presented in this present research can be applied to
measure the quality of the above-mentioned value creation process. The framework
adds a new dimension to the model since quality can be determined for each
component.

5.2

A framework for PSA quality

The following quality management framework is proposed to determine and maintain
the quality of a predictive security analytics solution at banks, see Figure 9 - Quality
management framework for predictive security analytics. The quality domains are
furthered elaborated in the paragraphs below including a demonstration of the two
quality dimensions, respectively product quality and quality in use. Refer to Table 6 Final set of quality factors in chapter four for a description of each quality factor that is
presented in the quality framework.
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Figure 9 - Quality management framework for predictive security analytics

Data domain
“Garbage in, garbage out.” The data domain employs all quality factors that relate to
data and information quality. Data quality is essential for predictive security analytics
because decisions are made on predictions, and predictions are based on data. This
logic demonstrates the presence of the product quality dimension. In addition, data
quality impacts the quality in use because the same quality factors apply when the
model output (predictions) are to be used, e.g. model output (data) must remain
available to act on it. According to this research, data must be confidential, integer,
available, relevant, timely, complete, accurate, and interpretable.

Compliance & regulatory domain
Quality can be defined as ‘conformance to requirements’, so regulatory compliance is
incorporated in the framework. Regardless the type of business, regulatory
requirements will always be present and set boundaries to act within. Moreover,
regulatory requirements may impact the product quality by prohibiting the collection
and use of specific data which leads to lower quality predictions. In contrast, future
legislation may compel organizations to have a quality management framework for
PSA in place which enhances quality instead of constraining it. It is worth to mention
the trade-off between effectively mitigating risks with PSA and complying with
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regulatory requirements because a firm could have the most effective PSA solution in
place by violating regulatory compliance. In contrast, a firm could comply to all
regulatory requirements accepting that PSA may be constrained in its use. The latter
demonstrates the presence of the quality in use dimension.
Organization & governance domain
Beyond having adequate processes, people and technology, organizations have to
devote attention to how predictive security analytics is organized internally. Every
organization contains different organizational and governance structures, for example
by having separate intelligence, security and business departments whereas a
capability such as PSA requires integration in order to operate effectively. Therefore,
organizational quality factors are incorporated in the framework. The two dimensions
of PSA quality are both applicable here because, for example, the suitability of certain
roles and responsibilities impact both the quality of the model output and the quality of
how the output is used for action, i.e. decision-making.
Process domain
Processes are required to perform all PSA related activities while some processes are
vital for a high quality PSA capability. As described in chapter 4, application monitoring
is an essential process to create relevant and accurate threat predictions which
impacts product quality, whereas asset management is essential to correlate company
assets to predicted threats in order to take effective counter measures (quality in use).
Moreover, improving quality is in itself a process which involves setting objectives
(plan), implementing what was planned (do), monitoring and measurement (check) and
continuous improvement cycles (act) (NEN, 2015).

Technology domain
As described in the theoretical background, predictive models are the ‘heart’ of
predictive analytics. Predictive models consists of various techniques to make
predictions about future behavior. High quality PSA predictions should be accurate
(product quality), suit the threats they are to address and have a degree of
explainability in order to justify decisions that are made on these predictions (quality in
use). However, to assure high quality predictions over time, thee models must be
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maintained accordingly. This includes having enough processing power to deal with
large volumes of data in order to produce timely results.

Systems and hardware are required to facilitate the PSA process, e.g. a firm’s
infrastructure, firewalls, virus-scanners and monitoring tools. However, they are out of
scope since they are considered generic components for information security
management and the framework presented in this research is specifically tailored for
PSA.
People domain
PSA is not a fully automated capability so people are involved in the process.
Employees that work with PSA should have various skills and competencies to apply
PSA effectively. For example, a certain level of analytical skills are required to
adequately interpret predictive model outputs, problem solving to effectively mitigate
cyber-threats and technical expertise for developing the predictive models. In addition,
employees must have specific knowledge to accurately assess potential business risks
that may be raised as a result of the predictions. Furthermore, PSA staff must be
trained accordingly and should be integer due to use of sensitive data. In conclusion,
the human aspect has a clear impact on both the product quality (model output) and
quality in use (applying model output).

5.3

Quality measurement

Having discussed the factors that determine PSA quality, this section addresses a
method to measure quality. In this present research, it is not the objective to define a
quality measure for each identified quality factor. However, an approach to measure
quality is proposed because in order to steer on quality, the current and desired quality
level must be determined, and to determine a quality level, quality must be measurable.
From the quality frameworks that have been used in the analysis of this study, it can
be concluded that one framework proposes an approach to measure quality. In
addition, the CMM levels must be taken into account to determine the extent to which
PSA quality is measurable at various maturity levels.

The ISO 25010 QM framework for software development defines software quality by
providing quality attributes (factors) but does not include metrics to assess the quality
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attributes (ISO, 2011). The ISO 25010 standard has been complemented with the ISO
2502n standards to provide quality measures for both the product quality and quality
in use (ISO, 2007). A quality measure comprises a measurement function which is an
algorithm or calculation to determine a value of a measure. Not all quality factors which
have been presented in the PSA quality framework originate from the ISO 25010
framework so we cannot propose to reuse these exact quality measures. However, the
ISO approach can be useful as a foundation for a quality measurement method for
PSA.

Figure 10 - Hierarchical quality model (Wagner, 2013)

The ISO 25010 uses a hierarchical quality model to define and measure quality, see
Figure 10 - Hierarchical quality model (Wagner, 2013). Quality consist of certain quality
factors which are defined by quality characteristics (and sub-characteristics). Each
quality factor is measureable by one or multiple measures. When a direct measure is
not possible, measurable quality properties are defined to cover a quality factor.

This research proposes to define quality measures for each quality factor by applying
the hierarchical quality model as presented in Figure 10 - Hierarchical quality model
(Wagner, 2013). To demonstrate the use of quality measures, some examples are
presented below. It must be noted that the examples are not validated and merely
serve for demonstration purposes.
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Example 1: quality measure of PSA technology
Quality factor
Predictive model
accuracy

Characteristic

Subcharacteristic
Accuracy

Predictive model

Measure
#1
#2

Measure #1:
+
N

=

The ratio of correctly classified threats to the total number threats.
tp = true positives, tn = true negatives, N = total classifications

Measure #2:
=

The ratio of true positives to all predictions labelled as positive.
tp = true positives, p = positives

Example 2: quality measure of PSA organization & governance
Quality factor
Roles and
responsibilities
suitability

Characteristic

Subcharacteristic
Suitability

Roles and
responsibilities

Measure
#1
#2

Measure #1:
=

# fullfiled PSA roles
# required PSA roles

100

The extent to which the appropriate roles are fulfilled to operate PSA effectively. It may
differ per organization which roles are minimally required to operate PSA effectively.

Measure #2:
&

=

(

/

)

The extent to which PSA roles and responsibilities are defined. For example in a RACI7
model.

7 Responsibility assignment matrix
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Benchmarking
Quality is made quantitative by using quality measures but if we want to determine
whether the quality level is sufficient and to identify room for improvement, we need to
set thresholds. In addition, to improve quality over time, it is important to measure
quality periodically. Each organization should specifically decide on the weight,
benchmark and measurement frequency of each quality factor and its measures. As
discussed in the analysis of existing quality management frameworks, the maturity of
processes determines the measurability of quality. At a minimum, CMM level four is
recommended to adequately measure PSA quality (Paulk, 1993).

The quality of measures
The goal is to sustain and improve quality of the PSA capability. To achieve sustainable
quality, it must be decided which quality improvements are conducted and in order to
justify these decisions, objective and quantitative evidence is required (Savola R. M.,
2013; V1, 2017). As this present research is focused on quality, quality criteria should
be taken into account when defining quality measures. Therefore, academic insights
on formulating security metrics are proposed to guarantee the applicability of the
metrics in real life configurations. Correctness, measurability, meaningfulness and
usability are considered the foundational quality criteria of security metrics (Savola R.
M., 2013).

5.4

Critical Success Factors

Having discussed the quality framework for PSA and the measurability of quality, the
final section of this chapter addresses the requirements of a quality framework to be
successful within a bank. The framework is considered successful when it determines
and sustains the quality of a PSA solution over time. To identify the framework’s
requirements for success, the following scenario has been outlined and presented
during interviews.

It is assumed that a PSA solution has been designed, developed and implemented
at a bank. The bank aims to determine and sustain the PSA quality in the coming
years. The quality framework as presented in this chapter has been thoroughly
tested in practice. The framework and its documentation has been handed over to
the bank’s designated department. What are the critical success factors of the
quality management framework to improve PSA quality?
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Critical Success Factors8 (CSF) have been defined to identify the requirements of a
successful quality framework. During both the input and validation interviews, security
experts were asked to provide CSFs. In addition, CFSs were identified in the analysis
of the candidate list of quality factors (Appendix A). The following CFSs are considered
important.

1 Stakeholder management
This CSF includes requirements identification, sponsorship and mandate. Ultimately,
“the customer determines what quality is” (Fok, Fok, & Hartman, 2001, p. 4). The
overall quality is high when the customer needs are (continuously) satisfied. In
information security, the stakeholder is equivalent to the customer. The PSA
requirements must be identified and understood in order to satisfy the stakeholder’s
needs. In addition, to continuously improve quality, financial resources (sponsorship)
and decision authority (mandate) are required.

2 Continuous improvement
Improving quality is not a onetime event. Quality is consistently addressing future
needs and meeting requirements (NEN, 2015). Therefore, to sustain quality over time,
a continuous process must be in place to improve quality. The ISO 9001 quality and
TQM frameworks use the Plan-Do-Check-Act (PDCA) cycle to continually address
quality.

3 Culture
A quality culture supports the continuous quest for quality by developing an internal
environment where all efforts are directed towards quality improvement (Fok, Fok, &
Hartman,

2001).

Moreover,

quality

management

requires

leadership

and

management’s involvement to create a quality culture and to reflect the organizational
needs in quality management decision-making. In addition, when taking PSA into
account, the culture should promote willingness to learn because predictive model
performance increases over time, so analysts must accept that results may be poor in

8 “A limited number of characteristics, conditions, or variables that have a direct and serious impact on the effectiveness,

efficiency, and viability of an organization, program, or project” (BusinessDictionary, 2017).
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the beginning (N1, First Round Interview: QM for PSA, 2017). Furthermore, willingness
to change is also deemed important for PSA because the better the PSA results
become, the less human resources are needed. PSA promotes automation so
employees should accept this has implications for their daily jobs.

4 Maturity
The degree of process maturity determines the measurability of quality. The CMM
recognizes five levels of maturity and states that organizations require minimally level
four (managed) to adequately measure quality of their products and services (Paulk,
1993). It is worth to mention that assessing quality is not impossible at a lower level of
process maturity, but that a higher maturity level will positively impact quality
management (N5, 2017).

5 Metrics are in place
As mentioned in section 5.4, methods to make quality quantifiable are needed to obtain
objective evidence on the current quality levels to identify room for improvement. This
is essential for quality decision-making and to make quality sustainable over time.

6 Framework is manageable
A quality framework as presented in this chapter has not been designed merely for
documentation purposes, but to facilitate the quality assurance process (for PSA) of a
bank. Therefore, it is important to fit management of the framework into the
organization to secure continuous quality assurance.
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6

Evaluation

This chapter describes the results of the two interviews which have been conducted to
validate the artefact as presented in the previous chapter. In addition, the final artefact
is presented in the closing section. Artefact evaluation is considered the second last
step in the design science research method. The validation interviews followed a semistructured protocol which included three parts of validation. First, the general use and
relevance of a quality management (QM) framework for predictive security analytics
was validated. Consequently, the design and contents of the developed artefact
(framework) were validated and finally, it was judged whether the presented framework
is considered useful and relevant to banks to determine and maintain the quality of a
PSA solution. It was concluded that the framework is relevant to banks, however, to be
useful, PSA must continue to develop in the future.

6.1

Validation results

The following findings are derived from the two validation interviews. See Table 7 Summary of findings for a brief summary and the sections below for more detail. The
interview summaries are found in Appendix G.
Table 7 - Summary of findings

Validation part
General relevance and use

•
•
•

Expectations

•
•
•
•

Content and design

•

Main results
A QM framework for PSA is relevant.
Relevance is emphasized when PSA
involves critical business processes.
Further practical PSA development is a
key requirement to be useful.
A QM framework is expected to test the
conformance to requirements.
A QM framework is expected to set
standards.
It is expected to include measurement
tools and definitions of bad and good
quality.
It is expected to have quality factors
about data, organization, employees,
processes, response procedures and
compliance.
Five of the six quality domains were
considered relevant (compliance &
regulatory was found less relevant).
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Validation part
•
•
•
•
•
Final judgement

•

Main results
It was found unclear that PSA quality
comprises two dimensions of quality.
Two of the 25 quality factors were found
irrelevant.
Four quality factors required a minor
adjustment to be relevant.
It was found relevant to define metrics
for all quality factors.
All six critical success factors were
found applicable and essential.
The presented framework is considered
relevant and useful to banks but the
exact requirements will derive from
future PSA development.

In general
It can be concluded that there is a clear need for a QM framework to sustain the quality
of a PSA solution. However, this is only the case when PSA will continue to develop
and become more important in the future. The need is emphasized when PSA will
concern critical business processes. A QM framework could help to control the
development of PSA which is currently considered a technology driven capability.
Although a practical solution is still missing, it has been found scientifically valuable to
proactively design a high level quality framework.
Expectations
A QM framework is expected to test whether the predefined requirements are met.
However, it is debatable on what abstraction level these requirements are to be
defined. Ultimately, PSA is about reducing cyber risks so quality can be determined by
how well cyber risks are mitigated or eliminated completely (high level requirement).
Moreover, cyber threats are predicted, but predictions are insights on what is likely
going to happen in the future which have, among other characteristics, a degree of
accuracy (low level requirement). It is considered difficult to specifically determine the
requirements until a practical solution of PSA has been designed and until we know
exactly the predictability of threats.

The design of a QM framework is expected to include, on a high level, measurement
tools, testing tools, benchmarks and interfaces to related compliance and governance
issues. Content wise, data, organizational structures, compliance and processes are
51

expected to be included as core subjects. A clear overlap is identified between the six
domains which have been incorporated in the artefact and the expectations. The
following quality factors are expected to be included: data correctness, completeness,
reliability and timeliness, suitable trigger rule sets, employee roles and responsibilities,
qualifications and knowledge, documented processes to handle cyber threats
(response procedures), data collection, continuous improvement of models, data and
reporting compliance. Again, a clear overlap is identified with the contents of the
artefact.

It was found important to take the quality of the predictions and the process of acting
on these predictions into account, e.g. by having response procedures in place to act
on potential threats, to determine overall quality. This dichotomy is directly related to
the two dimensions of quality which are incorporated in the framework, respectively
product quality and quality in use.

Content and design
Five of the six quality domains were found directly relevant. Regulatory compliance
was found relevant but considered less critical compared to the other domains. It was
suggested to incorporate regulatory compliance as part of the organization &
governance domain since regulatory compliance is settled at the organizational level.

Although the distinction between product quality and quality in use is considered
relevant, it was stressed again that a practical solution is missing so it cannot be
defined exactly how these two dimensions will be embodied in practice. The relevance
is explained by the earlier statement about having a separate documented process to
act on the predictive model output (quality in use). However, it was found illogical to
have a selection of quality factors which are exclusively applicable to either of the two
dimensions since it was argued that all quality factors apply to both. From the
presented quality framework, it was found unclear that PSA quality comprises of two
dimensions so this has been visually updated.

Two of the 25 quality factors were found irrelevant and four required a minor adjustment
(naming or description flaw) to be relevant, see Appendix D for a complete overview.
The following quality factors were found essential to complement to the framework.
52

1 Reporting timeliness (process domain)
PSA output (predictions) should be reported timely to the right people. The process of
delivering the predictive model output to the employees to act on it was missing in the
original artefact.

2 Predictive model processing capacity (technology domain)
Predictive models analyze vast amounts of data which requires a specific amount of
processing power and storage capacity. If this processing would take too long,
predictions could be too late, hence models must have high data processing capacity
for speed.
The measurability of quality
It was found useful to define metrics for each of the quality factors because there is
need for objective evidence to identify improvement areas and to justify decisions for
further development. Metrics could either be absolute, e.g. number of blocked
cyberattacks, or relative, e.g. degree of data availability.

Critical success factors
The idea of defining critical success factors was found useful. However, it should be
clear whether a CSF applies to predictive security analytics or the framework itself. The
presented CSFs in chapter five are all considered relevant. One CSF was considered
missing, however, it was decided to not incorporate it into the framework, see below
for an explanation.

1 Regulatory requirements
Regulations may compel organizations to have a quality management process for PSA
in place. It is believed that organizations will not use a QM framework unless they are
forced to by authorities. It has been decided to not incorporate this CSF into the
framework because the suggested CSFs are all controllable by the organization
whereas the entry of regulatory requirements is not.
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Final judgement
The QM framework has been found relevant to banks, but PSA must continue to
develop in order to demonstrate the QM framework’s usefulness. The presented
framework is found to be complete when the above mentioned suggestions are added,
but future PSA development will lead to QM framework requirements.

6.2

Quality framework for PSA

Based on the validation results, the framework has been updated to a new version,
see Figure 11 - Quality framework for PSA on the next page. Refer to table 6 for a
description of the quality factors. The measurement of quality is presented by the
yellow bar that applies to all domains. In order to demonstrate that quality management
is a continuous process, the PDCA cycle has been added to the framework. The cycle
represents a full cycle of quality management where ‘checking’ consists of conducting
quality measurements. It must be taken into account that all quality factors comprise
two dimensions of quality, respectively the product quality and the quality in use.
Further interpretation of the two dimensions in quality measurement should be
explored in each organization individually.
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Figure 11 - Quality framework for PSA
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7

Conclusion

Having provided all the information to answer the research questions, it is time to draw
final conclusions. The final artefact has been built and validated so it is concluded
whether the research objective has been achieved. Furthermore, this chapter
describes the main research limitations and recommends future research areas.

7.1

Research results

Two main applications of PSA are identified in the literature. One is to predict trends of
cyber threats in order to raise cyber threat awareness, allocate resources and to adjust
the cyber defense configuration. The other is to predict single cyberattacks to take
immediate action to stop the attack before it causes damage. According to the
academic literature, PSA has promising benefits, however, a working practical solution
is still missing due to technical limitations.

The research objective was to identify how banks should adequately determine and
maintain the quality of a predictive security analytics capability. A quality management
framework has been designed because there was none available in the current
literature. To find a solution for the research objective, a central research question was
formulated: How can a quality management framework improve the predictive security
analytics quality within banks? Consequently, the research question was decomposed
into sub-questions which provided the following main findings.

What quality management frameworks are currently being used in the field of
information security?
The following quality management frameworks are used in relation to information
security: Total Quality Management (TQM), a security policy QM framework, ISO
25010 and the CMM. However, the analysis of existing quality management
frameworks shows that none is sufficient as a stand-alone framework to determine and
maintain PSA quality due to a number of shortcomings. Primarily, the existing
frameworks lack a holistic approach of addressing technical, people, organizational
and process related quality factors.
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Which quality management factors apply to PSA?
Fortunately, the existing frameworks provide a selection of components which can be
reused in a tailored QM framework for PSA. Based on the complementary analysis of
security expert opinion, it can be concluded that five quality domains are found critical
to determine the quality of PSA, respectively data, organization, process, technology
and people. In addition, PSA quality is found to have two dimensions of quality,
respectively product quality and quality in use. Product quality relates to the predictive
model output and quality in use relates to the process of using that output to enable an
organization to protect itself against cyberattacks.

How can the quality of PSA be measured?
Quality management is considered a continuous process where objectives are
planned, implemented, monitored and improvements are made when deemed
necessary. In order to identify room for improvement and to justify decisions for quality
improvement, objective evidence is required. It was found useful to define one or
multiple quality measures for each of the quality factors to collect objective evidence.
This research proposes to apply the hierarchical quality factor model based on the ISO
2502n framework series to structure the measures.

What are the critical success factors of the quality management framework to improve
PSA quality?
The framework is considered successful when it facilitates banks to determine and
sustain PSA quality over time. It has been found that various factors are critical to
ensure the framework’s success. The following critical success factors are defined and
validated: stakeholder management, continuous improvement, culture, maturity,
defined metrics and a manageable framework.

How can a quality management framework improve the predictive security
analytics quality within banks?
In conclusion, a quality management framework can improve the predictive security
analytics quality at banks by first defining what quality for predictive security analytics
means (domains + quality factors). Consequently, quality must be made measurable
for which the use of quality measures is suggested. Finally, a bank must take a
selection of critical success factors for a quality framework into account to achieve its
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objective to sustain quality over time. It is suggested to use the developed artefact as
presented in this research to improve predictive security analytics quality.

7.2

Limitations

A limitation of this research concerns the validity of the findings. According to the
literature review, predictive security analytics has little to no cases that demonstrate its
use in real life configurations so most of the findings are based on theoretical grounds.
For example, none of the interviewees has ever encountered a PSA solution in
practice, so their input is merely based on expertise and knowledge in the professional
field of cybersecurity in a broader sense. A multiple case study would increase the
validity of the findings but is due to the above reasons difficult to accomplish.
Compared to the identification of the five quality domains, the proposed quality
measurement approach and the defined critical success factors, this limitation has a
greater impact on the selection of the framework’s quality factors because of the
lacking in-depth understanding of the PSA requirements. Fortunately, academia show
progress in developing predictive models to predict cyber threats so a case study
validation may be possible in the near future.

7.3

Future research

As mentioned in the previous paragraph, a case study is considered a logical step for
future research. It is recommended to conduct multiple case studies at various
organization sizes to increase the validity of the findings. When conducting the case
studies, it is recommended to make an analysis of the current quality of predictive
security analytics prior to applying the framework as presented in this present research.

This research proposed to measure the quality of PSA by providing a hierarchical
model to define one or multiple quality measures for each of the quality factors which
have been identified. Future research should be conducted to find applicable and
qualitative measures for all quality factors. It is recommended to take the study on
information security metrics into account to define qualitative measures (Savola R. M.,
2013). Having a measure for each of the quality factors indicates the level of quality of
single components. However, when it is desired to measure the overall quality, a
method to aggregate all the quality scores needs to be developed. It has been kept in
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mind that quality is a work in progress and that each organization is likely to measure
quality according its own distinctive mission and culture. Therefore, it is recommended
to use a method that enables organizations to weigh the importance of each quality
domain (or factor) according to its own needs. It is suggested to take the quality
measurement method of the Sloan Consortium Quality Framework into account when
developing this method (Moore, 2005).
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Appendices
A.
B.
C.
D.
E.
F.
G.

Candidate quality factors
Assumptions
Quality factors based on selection criteria C1
Quality factor validation
Interviewee overview
Interview protocols
Summary validation interviews

Appendix A: Candidate quality factors
#
1

Characteristic
Completeness

Description
Conformance to
requirements.

2

Suitability

3

Accuracy

Appropriateness of
(software)functions.
Conformity to truth, free
from errors

4

Interoperability

5

Factor
Functionality

Maintainability

Analysability

Extent to which software
interacts with other
systems.
Ability to diagnose
deficiencies.

6

Stability

Degree of being free from
change and variation.

7

Changeability

8

Testability

9

Scalability

Effort required to adapt to
(business changes).
Effort required to validate
modified software.
Effort required to adapt
solution to the increase of
data volume.
Effort required to tailor
software to different
environments without
further development.
Whether software adheres
to conventions or
standards relating
portability within
environment.

10

11

Portability

Adaptability

Co-existence

Reference
(Maynard &
Ruighaver, 2006;
N3, 2017; N2,
2017) (N1, First
Round Interview:
QM for PSA,
2017; N5, 2017;
N4, 2017; N6,
2017)
(Maynard &
Ruighaver, 2006)
(Maynard &
Ruighaver, 2006;
N3, 2017; N2,
2017; N5, 2017;
N6, 2017; N4,
2017)
(Maynard &
Ruighaver, 2006;
N3, 2017)
(Maynard &
Ruighaver, 2006;
N2, 2017)
(Maynard &
Ruighaver, 2006;
N2, 2017)
(Maynard &
Ruighaver, 2006)
(Maynard &
Ruighaver, 2006)
(Lambert, 2017)

(Maynard &
Ruighaver, 2006;
Lambert, 2017;
N5, 2017)
(Maynard &
Ruighaver, 2006)
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#
12

Factor

13

14

Characteristic
Installability

Replaceability

Efficiency

Time behaviour

15

Resource utilization

16

Capacity

17

Reliability

Maturity

18

Fault tolerance

19

Recoverability

20

Usability

Operability

21

Understandability

22

Learnability

23

Information
security

Description
Effort to implement
solution in a specified
environment.
Effort and opportunity
required to replace
software/solution by
others.
Software response time
and throughput rates.
Amount of resources
required within
organization to conduct a
certain task.
Degree to which the
maximum limits of a
product or system
parameter meet
requirements.
Frequency of failure from
faults in software.
Effort required to continue
when things start to fail.
Effort required to reestablish level of
performance or recover
data after failure.
Effort required to operate
software in question.
Effort required to
understand data
structures and concepts
(or applicability of
software).
Effort required to
learn the application in
terms of input, output and
operation.

Confidentiality

Degree to which a product
or system ensures that
data are accessible only
to those authorized to
have access.

24

Integrity

Degree to which a system,
product or component
prevents unauthorized
access to, or modification
of, computer programs or
data.

25

Availability

Degree to which a system,
product or component is
operational and
accessible when required
for use.

Reference
(Maynard &
Ruighaver, 2006;
N2, 2017)
(Maynard &
Ruighaver, 2006;
N2, 2017)
(Maynard &
Ruighaver, 2006)
(Maynard &
Ruighaver, 2006)

(ISO, 2017)

(Maynard &
Ruighaver, 2006)
(Maynard &
Ruighaver, 2006)
(Maynard &
Ruighaver, 2006)

(Maynard &
Ruighaver, 2006)
(Maynard &
Ruighaver, 2006)

(Maynard &
Ruighaver, 2006;
N1, First Round
Interview: QM for
PSA, 2017)
(ISO, 2017; N2,
2017; N1, First
Round Interview:
QM for PSA,
2017; N5, 2017;
N4, 2017; N6,
2017)
(ISO, 2017; N1,
First Round
Interview: QM for
PSA, 2017; N5,
2017; N4, 2017;
N6, 2017; N2,
2017)
(N2, 2017; N1,
First Round
Interview: QM for
PSA, 2017; N5,
2017; N4, 2017;
N6, 2017)
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#
26

Factor

Characteristic
Non-repudiation

27

Accountability

28

Authenticity

29

Context
coverage

30

31

Context completeness

Context quality

Customer focus

Understandability of
requirements

32

Stakeholder identification

33

Support

34

Attention to
process

Maturity

Description
Degree to which actions
or events can be proven
to have taken place, so
that the events or actions
cannot be repudiated
later.
Degree to which the
actions of an entity can be
traced uniquely to the
entity.
Degree to which the
identity of a subject or
resource can be proved to
be the one claimed.
Degree to which a product
or system can be used
with effectiveness,
efficiency, freedom from
risk and satisfaction in all
the specified contexts of
use.
Quality of the received
contextual data, e.g.
contextual value validity
thresholds, outliers,
expiration thresholds. Low
quality contextual data
could lead to poor
predictions.
Degree to which the user
(customer, stakeholder)
requirements are
understood.
Degree to which the
stakeholders are
identified. Can be
considered a Critical
Success Factor (CSF).
The quality of support
provided by the
information security team.
The maturity of
information security
processes defines how
secure an organization is
and how capable it is to
stay secure.

35

Training

Staff working with PSA
should be trained
accordingly.

36

Monitoring

Processes (input-output)
and assets must be
monitored in order to

Reference
(ISO, 2017)

(ISO, 2017)

(ISO, 2017)

(ISO, 2017)

(Anagnostopoulos
, Qualityoptimized
predictive
analytics, 2016)

(Fok, Fok, &
Hartman, 2001)

(Fok, Fok, &
Hartman, 2001)

(Fok, Fok, &
Hartman, 2001)
(Fok, Fok, &
Hartman, 2001;
N1, First Round
Interview: QM for
PSA, 2017; N5,
2017; Paulk,
1993)
(Fok, Fok, &
Hartman, 2001;
N3, 2017; N1,
First Round
Interview: QM for
PSA, 2017; N5,
2017)
(N2, 2017; N1,
First Round
Interview: QM for
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#

Factor

Characteristic

Description
identify deviations from
baseline quality.

Reference
PSA, 2017; N5,
2017)
(Fok, Fok, &
Hartman, 2001;
N1, First Round
Interview: QM for
PSA, 2017; N2,
2017; N5, 2017)
(Fok, Fok, &
Hartman, 2001;
Stevens, 2015;
Barclay, 2014;
N2, 2017; N1,
First Round
Interview: QM for
PSA, 2017; N5,
2017)
(Fok, Fok, &
Hartman, 2001;
N1, First Round
Interview: QM for
PSA, 2017; N5,
2017)
(Lambert, 2017;
Stevens, 2015;
N1, First Round
Interview: QM for
PSA, 2017; N5,
2017)
(N2, 2017; Fok,
Fok, & Hartman,
2001; N1, First
Round Interview:
QM for PSA,
2017; N5, 2017)
(N5, 2017)

37

Continuous
improvement

Systematic
measurement and focus

Improvements are
planned, tested, checked
and implemented.

38

Human
capabilities

Multidisciplinarity (crossfunctional teams)

Degree of diversification
of disciplines within teams
working with PSA.

39

Leadership &
management

Managers and workers
cooperate to improve
quality of product/service.

40

Skills & Competencies

Various skills and
competencies are
required to develop,
validate and use the
results of PSA.

41

Knowledge

Business knowledge is
required interpret PSA
results.

42

Employee integrity

Degree to which
employees that work with
PSA are trustworthy and
reliable (Hoch, 2013).
Threat Intelligence should
be relevant to the
organization.

43

(CTI)
Information
quality

Relevance

44

Timeliness

45

Interpretability

46

Roles and
responsibilities

Roles and
responsibilities

“Time expectation for the
accessibility of data and
the degree to which data
is current with the world
that it models” (Loshin,
2010).
The extent to which staff
working with PSA
understand PSA results.

Degree of diversification
of roles and

(N3, 2017; N2,
2017; N5, 2017;
N4, 2017; N6,
2017)
(N5, 2017; N4,
2017; N6, 2017)

(N3, 2017; N2,
2017; N1, First
Round Interview:
QM for PSA,
2017; N5, 2017;
N6, 2017; N4,
2017)
(N2, 2017; N1,
First Round
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#

Factor

Characteristic

Description
responsibilities within
teams working with PSA.

47

Asset
Management

Completeness

Extent to which company
assets are identified and
registered.

48

Vulnerability
Management

Completeness

49

Patch
management

Completeness

50

Risk mitigation

Fitness for use

51

Internal control

Standardization

Extent to which asset
vulnerabilities are
identified and registered.
Extent to which system
patch levels are identified
and registered.
Degree to which a risk is
mitigated by a measure,
i.e. a match between risk
and counter measure.
Degree of standardization
in internal control outputs.

52

Privacy

Data privacy

53

Regulatory
requirements

External regulatory
requirements

54

Risk
Management

Alignment

55

Predictive
model

Predictive accuracy

56

Predictive
model

Explainability
(defensibility)

57

Predictive
model

Continuous improvement

58

Process
continuity

Continuity

Personal (internal) data
may be protected so it
may be prohibited to use
them.
Extend to which external
regulatory requirements
limit or enable the use of
PSA.
Degree of alignment
between risk management
and PSA solution.
Conformity to truth, free
from errors.
The extent to which the
working of predictive
models can be explained.
The extent to which
predictive models
(algorithms) are improved
to increase performance.
The extent to which
relevant processes
continue to run.

Reference
Interview: QM for
PSA, 2017; N5,
2017; N6, 2017)
(N3, 2017; N2,
2017; N1, First
Round Interview:
QM for PSA,
2017; N5, 2017;
N4, 2017)
(N5, 2017; N4,
2017)
(N5, 2017; N4,
2017)
(Baker & Wallace,
2007; N4, 2017)

(N1, First Round
Interview: QM for
PSA, 2017)
(N6, 2017; N4,
2017)

(N1, First Round
Interview: QM for
PSA, 2017; N4,
2017)
(N5, 2017; N4,
2017)
(N3, 2017; N2,
2017; Lambert,
2017; N4, 2017)
(N5, 2017)

(N6, 2017)

(N5, 2017)
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Appendix B: Assumptions
The following assumptions have been made while aggregating the list of candidate
quality factors.
Data quality
The quality framework does not make a distinction between internal, external or
contextual data so all quality factors under domain ‘data’ apply to all types of data. As
a result, quality factors context completeness and context quality are excluded from
the framework.

Hardware and software
Hardware quality characteristics, e.g. reliability of servers and connectivity
infrastructure, and software quality characteristics, e.g. interoperability of SIEM tools
and business applications, are assumed conditional enablers for the application of PSA
and, therefore, are not incorporated the quality framework which is specifically tailored
for PSA. For this reason, the following quality factors have been excluded from the
quality framework: suitability, interoperability, analyzability, stability, testability, coexistence, installability, replaceability, time behavior, recoverability, fault tolerance and
operability.

Security
Non-repudiation, accountability and authenticity were not mentioned once during the
interviews so they are assumed to be irrelevant. In addition, no direct relation to the
PSA characteristics has been found.
Internal Control standardization
From a PSA perspective, internal control information is considered input data which
inherits all quality factors related to the data domain.
Adaptability
Adaptability seems closely related to maintainability since they both focus on
modifications or adaptions carried out by various levels of staff. Where maintainability
concerns modifications of the internal environment, e.g. underlying hardware and
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software, adaptability concerns adapting to completely new or evolving environments.
In this research, a PSA solution is considered which is specifically tailored for one
organization (one environment), so adaptability is assumed to be irrelevant.
Learnability
Learnability has been mentioned during the interviews as a success factor so it is not
included as quality factor in the final product. Learnability has been incorporated into
the critical success factor ‘culture’.
Support
Support is assumed to be covered by multidisciplinary teams which include various
(support) roles.
Resource utilization
Resource utilization was not found relevant according to the researcher’s insights. It is
not directly related to the PSA characteristics and has not been mentioned during the
interviews.

Leadership & management
Leadership and management’s involvement has been incorporated into the critical
success factor ‘culture’.

Customer focus and stakeholder identification
Stakeholder

identification

and

(stakeholder,

customer)

understandability

of

requirements have been raised during interviews as critical success factors instead of
quality factors.

Risk management
Risk management has been mentioned during two interviews because of its interfaces
with information security management and predictive security analytics. It was
explained that PSA is used to predict ‘threat’ in the risk formula. Nevertheless, a quality
factor for PSA was not formulated because risk management is considered out of
scope.
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Vulnerability management
Vulnerability management is assumed to be part of risk management and, therefore,
not incorporated in the framework.

Appendix C: Quality factors based on selection criteria C1
#
1
2
3
4
5
6
7
8

Domain
Data
Data
Data
Data
Data
Data
Data
Process

9
10
11
12
13
14
15
16

Organization
People
Process
Process
Organization
People
Data
Technology

Quality factors
Completeness
Interpretability
Accuracy
Confidentiality
Integrity
Availability
Relevance
Asset Management
completeness
Roles & Responsibilities
Training
Monitoring
Continuous improvement
Team multidisciplinarity
Knowledge
Timeliness
Predictive model accuracy

References
6
6
5
5
5
5
5
5
4
3
3
3
3
3
3
3
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Appendix D: Quality factor validation
X = Relevant
0 = Relevant when adjusted
- = Irrelevant
#
1
2
3
4
5
6
7
8
9

Domain
Data

Compliance &
regulatory

10

11 Organization
& governance
12
13 Process
14
15
16
17 Technology

Quality factor
Security

Relevance
Timeliness
Accuracy
Completeness
Interpretability
External
regulatory
requirements
Privacy
requirements

Roles &
Responsibilities
Team set-up
Monitoring
Continuous
improvement
Process
Asset
Management
Predictive
model

18
19
20
21

22 People
23
24
25

Software
Update
Management
Employee
Skills &
Competencies
Knowledge
Training

Sub-characteristic
Confidentiality
Integrity
Availability

Compliance

E1
X
0
X
X
X
X
X
X
X

E2
X
X
X
X
X
X
X
X
0

Compliance

0

-

Suitability

X

X

Multidisciplinarity
Completeness

X
X
X

X
X

Continuity
Completeness

X
X

X
0

Accuracy

X

X

Maintainability
Explainability
(defensibility)
Suitability (functional
appropriateness)
Completeness

X
X

X
X

X

X

-

-

Integrity
Suitability

X
X

X
X

Completeness
Suitability

X
X

X
X
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Appendix E: Interviewee overview
Interviewee list exploratory interviews
Code
E1
E2

Function
Advisor
Advisor

Level
Senior Manager
Senior Manager

# years working for EY
3,5
7

Level
Senior Manager
Senior Manager
Manager
Manager
Executive director

# years working for EY
3,5
7
4
8
2

Senior

Bank

Interviewee list first round interviews
Code
Function
N1
Advisor
N2
Advisor
N3
Advisor
N4
Advisor
N5
Advisor
Outside EY
N6
Security Operations
Center Coordinator

Interviewee list validation interviews
Code
V1
V2

Function
Information Security
Officer
Cybersecurity Advisor

Level

Company type

Senior

Bank

Senior

Consultancy

Appendix F: Interview protocols
Exploratory interview protocol
Name
Position
Department
Date
Length

Introduction
About the researcher, the research project and about the interviewee background. Identify
interviewee area of expertise and control for experience in the field.

Introduce myself:
•
•
•
•

About me
Topic and research goals
Interview structure
Confidentiality note

Background and expertise evaluation
Questions to ask:
• Can you tell me about yourself?
• Background, positions & number of relevant companies
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• Experience with (Predictive) Security Analytics
• Experience with quality management in relation to information security

Questions related to the project
PSA
1. What do you consider as Predictive Security Analytics?
a. What are its main applications?
b. Is it a security control?
2. What is the stage of enterprises (banks) adopting PSA?
3. What is your opinion on my approach to focus on predicting cryptoware attacks?
QM
4. What do you consider as quality management?
5. Do you know any quality frameworks for information security?
6. What components should determine the quality of a security capability (such as
PSA)?
Research support
7. Which of your professional contacts (intern and extern) could help me to get input for
my research?
8. Do you have any tips or advice?

First round interview protocol
Name
Position
Department
Date
Length

Introduction
About the researcher, the research project and about the interviewee background. Identify
interviewee area of expertise and control for experience in the field.

Introduce myself
•
•
•
•

About me
Topic and research goals
Interview structure
Confidentiality note

Background and expertise evaluation
Interviewee introduction
• Can you tell me about yourself?
• Background, positions
• Experience with (Predictive) Security Analytics
• Experience with quality management in relation to information security
Predictive Security Analytics

75

Application

Predictive element

Use

Trend forecasting

Predict security trend data
based on historical data

• Resource allocation
• Raise threat awareness
• Adjust cyber defense configuration

Threat prediction

Predict incoming attacks
based on predictor variables

• Take immediate action to stop attack

Scope
We consider a custom build predictive security analytics solution. We assume that it has
been designed, developed and implemented at a bank. The goal is to sustain the quality
for the coming years by developing a quality framework.

Questions related to the project
1. Looking at PSA from an data perspective, e.g. relevance, accuracy, etc., which
components could affect the quality of PSA?
2. Looking at PSA from a compliance & regulatory perspective, e.g. internal control,
regulatory requirements, which components could affect the quality of PSA?
3. What about the:
a. Organization & governance, such as roles & responsibilities, asset
management
b. Process, such as monitoring, continuous improvement
c. Technology, such as systems, predictive models
d. People, such as skills, knowledge
4. Please, look at my (concept) framework.
a. Which components are not relevant? Is there any overlap?
b. What could be improved?
5. What are the critical success factors (CSF) of a quality framework to be useful in an
organization? E.g. Sponsorship, mandate, metrics.
a. Do banks require a specific approach?

Validation interview protocol
Name
Position
Department
Date
Length

Introduction
About the researcher, the research project and about the interviewee background. Identify
interviewee area of expertise and control for experience in the field.

Introduce myself
•
•
•
•

About me
Topic and research goals
Interview structure
Confidentiality note
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Background and expertise evaluation
Interviewee introduction
• Can you tell me about yourself?
• Background, positions
• Experience with (Predictive) Security Analytics
• Experience with quality management in relation to information security
Predictive Security Analytics
Application

Predictive element

Use

Trend forecasting

Predict security trend data
based on historical data

• Resource allocation
• Raise threat awareness
• Adjust cyber defense configuration

Threat prediction

Predict incoming attacks
based on predictor variables

• Take immediate action to stop attack

Example
A prediction database is created using Machine Learning that contains all known applications
currently deployed in the organization. When a new application runs for the first time, the
machine-learning detection module checks if the prediction database contains the
launched application.
If a perfect match isn’t found, it will apply a similarity factor that statistically estimates the
chances for the unknown application to be similar to something the database already has.
If that similarity percentage passes a specific threshold, the application is considered trusted
and the prediction database is updated. If the similarity score is below the threshold, the
application is quarantined and the IT administrator is notified.

Scope
We consider a custom build predictive security analytics solution. We assume that it has
been designed, developed and implemented at a bank. The goal is to sustain the quality
for the coming years by developing a quality framework.

Aim of interview
•
•
•
•
•
•
•

Identify expectations of a quality management framework for PSA.
Present the framework and explain the main components: the domains, layers of
abstraction, distinction between product quality and quality in use, metrics and the
Critical Success Factors (CSF).
Invite comments.
Present the quality factors that should determine the quality of PSA.
Invite comments.
Present the CSFs that make the framework a success.
Invite comments on the completeness and correctness of the model.

Guiding questions for framework validation
Usefulness and relevance
1. Do you think there is a need to manage quality in PSA? Why?
2. What do you expect a QM framework for PSA to do?
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3. What do you expect a quality management framework for PSA to look like?
Design
4. Explain how the framework is designed + examples per domain. Do you think
that the six columns cover the main quality domains for PSA? If not, please suggest
other domains that should be taken into consideration.
5. Explain product quality and quality in use. Do you think that it is worth and
functional to divide quality factors into ‘product quality’ and ‘quality in use’? If not,
what would you change and why?
6. Explain the quality factors. Looking at the quality factors in each domain, do you
believe that the identified factors are complete and cover all the quality aspects of
PSA? If not, could you identify other factors?
7. What tool/mechanism, e.g. a KPI, would you suggest to measure the quality? Why?
8. Looking at the Critical Success Factors that make the quality framework a success,
do you think they are complete and correct? If not, what would you change and why?
Conclusion
9. Do you consider the framework relevant and useful to banks to determine and
maintain the quality of their PSA solution?

Appendix G: Summary validation interviews
Name
Position
Department
Date
Length

V1
Information Security Officer
Mizuho Bank Europe
30-11-2017
120 minutes

Summary
V1 has been information security officer for Mizuho Bank Europe for a half year. Before that, he was
information security officer for 16 years at a Dutch bank. He has lots of experience in information security
and added cybersecurity to his expertise since a few years back. V1 recently completed a master's
degree in Cybersecurity. He has implemented many cybersecurity measures in his daily job, for example
sharing cyber threat intelligence, defining cyber risks + developing response procedures, SIEM
monitoring: correlating cybersecurity events to identify potential risks before they impact to protect
assets.
V1 has experience with security analytics because of his experience in analysing SIEM and Threat
intelligence data to proactively act on potential cyber threats. He has no experience with predicting
cyberattacks. He also has experience with QM in relation to information security in a sense that he aligns
information security (IS) risks to ISM standards such as ISO 27002 and the DNB self-assessment control
framework for IS. QM is mainly involved in the assurance of having the right IS measures in place.
Stein explains his findings on PSA and its applications and he provides one example of PSA. V1: do
your examples concern both internal and external data? Stein: Yes, I do not make a distinction between
them. V1 agrees that he understands PSA and its main use. Stein outlines the scenario above as
described under - scope -. V1 understands.
Stein asks the first question. V1: Yes. However, you must know that PSA will continue to develop in the
future and will become more important. If PSA continues to develop and gets implemented at
organizations in the future, it is self-evident that a quality framework is relevant and needed. In addition,
V1 finds it very useful to proactively design a high-level framework like this because of its contribution
to science.
Stein asks the second question. V1 considers PSA as a measure to reduce risks. In that case, the
success depends on the level of which the risk is reduced by the measure, PSA, versus a specific
amount of costs. Hence, it is worth to think about how much you spend on being secure. The framework
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should assure the quality of mitigating cybersecurity risks by PSA, so the performance of PSA. In
addition, the quality of the design should be tested, for example to test if the relevant analysis contribute
to increase the level of information security.
Stein asks the third question. V1: First of all, data quality since it concerns security analytics which relies
on data. Think of correctness, completeness and timeliness for proper risk assessment. In addition, you
need a rule set to trigger alerts, for example when suspicious behaviour is detected. Rule set must fit
the goals (suitability), for example to discover trends. In addition, I expect something about the
organization: rules and data must be set-up, managed and updated, by employees which have certain
roles and responsibilities. This also applies to the entire PSA solution. Furthermore, employees must be
qualified for the job and should have specific knowledge. In addition, I expect documented processes
that handle potential cyber threats which have been raised by PSA. So I expect response procedures,
for both the true positives (act on PSA output) and false positives. This also involves a process to
continuously improve your models based on the output: it must learn. In my opinion, it is very important
to see both the PSA outcomes and the process of acting on the outcomes as two essential components
which both contribute to a qualitative PSA solution. I also expect a process to qualitatively collect data,
for example to identify if certain data is missing. I would also expect compliance to be incorporated,
especially when it concerns whether data can or cannot be used for PSA, for example as a result of the
Wet Bescherming Persoonsgegevens or GDPR. I consider it professional to take into account
compliance when testing quality. Quality is testing against a standard. Compliance is a standard, so it
should be adhered to. Regulatory compliance goes further than privacy, for example the upcoming
directive about cybersecurity incident reporting, the NIS. In my opinion, a quality factor should always
be: comply to legislation. Stein: What about regulation that limits PSA, for example by the prohibition to
use certain data? Could it reduce the quality? V1: Yes, this could be the case so you have to make a
trade-off. Therefore, it is important to add hierarchy to your quality factors to determine which over rule
others. For example, the starting-point is that we always comply to law and regulation and we stay within
the boundaries to effectively mitigate the risks with PSA. Or vice-versa. Overall, a quality framework
must include: quality standards (factors) that represent quality and a review process to test whether the
standards are met.
Stein moves on to the six domains of the framework and describes each domain and provides some
examples. Stein asks question number four. V1: I find them very complete and I wonder if they originate
from another model. Stein: No, I have identified them during my analysis and during interviews. V1: I
find it very interesting that you have used these six generic domains all together, this is a good
contribution. Stein: Why? V1: it is relevant to your framework and it provides various perspectives to
ensure completeness. You could consider generic quality aspects to control for completeness.
Stein moves on to question number 5 regarding the distinction between product quality and quality in
use. Stein describes what product quality and quality in use mean and explains why he made this
distinction. V1: I agree, because this is what I meant earlier when I said that there should be a process
to act on your positives and false positives. I find this logical. I find it very useful to acknowledge that per
domain, single quality aspects determine quality which can be measured, for example to test whether
the data is complete or whether the predictive rules suit the risk. And to acknowledge that they determine
the overall quality when they are measured all together. However, I do not see why some columns
involve both quality in use and product quality, and that others do not. Stein: For example, Data quality
does not impact quality in use because quality in use depends on the processes of using the output. V1:
No, I actually do think that data quality also impacts quality in use because the data must be of quality
when you are using them, also in the long term. In my opinion, all quality factors involve both quality in
use and product quality so I would describe that in the framework documentation and give examples of
each application. In addition, I would specify the labels a bit more, so explicitly mention that it concerns
the output and use of the output. Moreover, I consider it valuable to incorporate an element like this from
another proven framework.
Stein moves on to question number 6 regarding the identified quality factors. Stein covers the quality
factors per domain and provides an explanation.
1 Data domain. Agreed and considered complete. Change integrity to reliability. V1 finds it relevant to
make a distinction between product quality and quality in use per quality factor here.
2 Compliance domain. Agreed and considered complete. Privacy compliance is part of regulatory
compliance, like reporting compliance is. Remove privacy and specify it under regulatory.
3 Organization domain. Completely agreed and considered complete.
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4 Process domain. Agreed, but must add reporting of alerts and PSA output to be complete. Cannot just
leave it at producing output without reporting about it.
5 Technology domain. Extra note: elevate predictive models because this is the core of PSA, for example
provide KPIs for predictive model performance. In addition, you must define whether you merely use
public data or also data from the dark web to mitigate cyberattacks. This is data completeness and
essential for PSA. Please, be very clear on what is considered predictive. V1 would remove 'Software
update management completeness' because it is too generic and minor to PSA. If it related to patch
management status of assets, it should have been added to the data domain since it is just data. V1
would add factor 'capacity' because predictive models analyse vast amounts of data which requires a
specific amount of processing time. If this would take too long, you could be too late, hence models must
have high processing capacity for speed. V1 would specifically mention the words false positives and
true positives. V1 agrees on remaining the quality factors.
6. People domain. Agreed and considered complete. V1 suggests to mention certain human
competencies, especially the ability to analyse. check scientific competences.
Question 7 turns out to be superfluous.
Stein moves on to question 8 about measurability of quality. V1: I would suggest metrics and KPIs
because eventually you aim for a good PSA result. So, if you want to achieve this goal and you observe
that certain quality aspects perform below the standard, you would like to act on this observation. In
addition, you must be able to 'sell' this to the department that is going to resolve/improve the quality or
to get sponsorship for example: you must be able to justify it with objective criteria. Therefore, you
require SMART KPIs that are clearly related to the goal of the solution/service.
Stein moves on to question 9 about the Critical Success Factors (CSF) for the QM framework he
designed. Stein explains each CSF. V1: In my opinion, the CFSs are a valuable addition to the quality
framework and I consider them all relevant. However, some seem to be more related to PSA instead of
the QM framework: for example business case. Alignment with risk management is also a CSF for PSA.
To avoid confusion, I would remove them from this picture but definitely add them in your thesis.
Stein moves on to the final question. V1: Yes, I find this model useful for banks, among others because
banks have valuable assets to protect and have usually more budget to implement solutions like this. I
find the model complete in terms of quality factors (when the above mentioned suggestions have been
implemented).
Name
Position
Department
Date
Length

V2
Senior
EY Data Analytics Advisory FSO
6-12-2-17
60 minutes

Summary
Stein explains the goal of the research and the research approach. In addition, he explains the purpose
of this interview and how PSA is described in to his research (the two applications of PSA). Furthermore,
he provides the PSA example and outlines the scenario as described in the interview protocol.
V2 has been working for EY for 3,5 where he started at the Data risk department. He was mainly involved
in regulatory engagements in relation to data and technology. He build reports, conducted stress tests,
etc. Currently, he is working on a credit risk modelling assignment for an Irish bank. In addition, he has
worked on data quality engagements. He has especially experience in the analytics field and less in
security. V2 considers security analytics as currently advancing which machine learning as its main
component.
V2 finds it difficult to understand how security trend predictions are conducted in practice. Stein
emphasizes that the focus is not about the practical perspective but about the conceptual/theoretical
perspective since PSA is still in development. V2 understands, but adds to it that he thinks that there
would not be much use of historic information about cyberattacks because threats keep evolving with
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new behaviour and characteristics. For example, via social engineering or zero-day exploits. How are
we going to predict these attacks? Nevertheless, V2 understands its concepts so we can move on.
Stein moves on to the first question. V2: I find this difficult to answer when the practical solution is not
there yet. I consider PSA a field which is currently lead by technology and no clear governance. Of
course, there is a need for quality management when it is further developed in order to be able to control
the development. However, clear boundaries are required and it involves many perspectives. You could
probably reuse existing QM frameworks components which banks are currently using for other
applications. There is certainly a need for a QM framework, especially because it involves critical
business processes.
Stein moves on to the second question. V2: Setting up conditions/standards, like any other QM
framework. Stein: Do you mean quality factors that determine how quality is defined? V2: Yes, at a high
level, it is all about a model that predicts something, so conditions like accuracy and reliability are
important elements. It is important to start with defining requirements and consequently test whether
these requirements are met. Also define who takes the ownership, since it probably will cover the whole
organization. The content depends on the organization's goal and the technological opportunities. Stein:
So it is about conformance to requirements? V2: Yes, but this is difficult when we do not know exactly
what we want to predict and the extent to which things are predictable. I see challenges in the
predictability of cyberattacks.
Stein moves on to the third question about how a PSA QM framework would look like (which components
should be included). V2: Measurement tools, testing tools, define when something is wrong or right
(good or bad quality). Interfaces with other internal compliance subjects, e.g. governance. Data quality,
which might be covered by other QM frameworks. Maybe not regulatory, I do not know any regulatory
requirements that may influence PSA. Processes, obviously.
Stein moves on to the fourth question about the six domains. He provides examples for each domain
and asks if V2 agrees. V2 agrees on Data and considers it complete. V2: Regulatory compliance
depends on the scope of PSA. For example, when it also involves fraud, a new regulatory and
compliance domain is involved. For security analytics, I do not see a clear interface. Of course it is
important to take regulatory compliance into account, but I do not see why it deserves as much attention
as the other domains you identified, for example governance or processes. You may could put it under
organization and governance. Now, it has its own domain which implies that it is a key component.
Organization and governance it also valid, however, I would only incorporate PSA specific elements
since governance is a generic process which entails almost everything. Whether teams must be
multidisciplinary depends on the involvement of critical business processes, so I my opinion, this is not
necessary. It depends on the application of PSA and its scope. IT is often capable of assessing risks
pretty well and knows its business processes and underlying systems. For example, the example you
provided in the interview protocol could be executed without the use of business people. Stein describes
the remaining domains and provides some examples. V2 agrees on all domains and finds them logical
to incorporate in the QM framework.
Stein moves on the fifth questions about product quality and quality in use. He explains what he
considers both the components. V2 does not understand directly and asks Stein to provide some
examples. Stein elaborates and asks if V2 finds this distinction relevant and useful. V2: I understand
that if I could accurately predict a dDoS-attack in the coming week, I could prepare my infrastructure or
get help from a third party. This of course has to do with protecting your revenue or profit. I do not see
how you incorporated this in your framework. In addition, quality in use could also involve downtime of
your IT systems, in that case technology is involved. But I also think of reputation damage and optimizing
your IT budget, so where is budget in your framework? Stein: I do not have incorporated budget in my
QM framework because it has not been mentioned in my frameworks analysis and during interviews.
V2: Admittedly, there is no single framework where budget is explicitly mentioned but if you talk about
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'quality in use', then I think of performance and optimizing performance always involves money. Stein:
So how is revenue generated with your information security capability? V2: it is related to optimizing
your security budget. It also involves resource allocation. Stein: Do you find it useful to include the two
perspectives on quality? V2: I think that depends on how the technology will develop. Technology must
develop first in order to effectively use it. So maybe quality in use will not exist when there is no good
technology. However, if the technology does advance, it is useful to consider quality in use.
Stein moves on to the sixth question about the identified quality factors. V2 has already prepared them
so we can move quickly through them. I consider asset management something else and I think banks
will do as well. It is confusing with capital assets so I would call it application management completeness
or security assets. I miss IT hardware under technology because when we consider quality in use, we
take actions based on predictions and this could also include implementing new or extra hardware.
Surprisingly, you have added people, including training, skills, etc., why not hardware or software?
Admittedly, I am not sure of it should be incorporated in a framework like this. In my opinion, merely
discussing the predictive model is not sufficient when I look at PSA technology. I have no comments on
the other quality factors you have put in the framework.
Stein moves on to the seventh question about quality measurement tools/mechanisms. V2: In the ideal
situation, you would have zero security incidents, so you could count them. However, you could also
look at it more relatively, in terms of money: saving budget by optimizing processes. You could take a
process approach: how many resources are allocated, e.g. servers, money. Number of incidents on
critical systems countered. Define metrics for them. Stein: For all of the quality factors? V2: Maybe not,
since for regulatory you will probably get very simplistic (binary) measures like is personal data used?
Yes. No. I would use them for accuracy and maintainability. Data Completeness could be compelled by
the predictive models, because some do not work with incomplete data. You cannot measure
explainability. In addition, explainability can limit accuracy. Stein: I agree, there is a trade-off between
them. In some situations you have to justify why decisions on the basis of predictions are made, right?
V2: Yes and no. In my opinion, you cannot explain why the explainable model is better than the black
box model. What I see is that, whenever there are no more regulatory requirements that compel to have
an explainable model, most organization's go for a black box model because of its higher accuracy, and
as a result more optimization or revenue. There are possibilities to explain a black box model but it is
more complex.
Stein moves on the eighth question about the QM framework's critical success factors. He explains all
the CSFs he has identified so far. V2: So if I understand correctly, do you mean the implementation of
your framework? Stein: Yes. V2: First and foremost, I miss regulations that compel to have a framework
like this. For example, our Dutch government which is promoting cybersecurity at the moment. We could
expect them to compel to have frameworks like this in the future. If I look at your CSFs, most of them
can be related to regulatory requirements: what must an organization do and what not. For example,
most organization did not have a data management strategy until it become mandatory by supervisors.
I do not think organizations will use the framework unless they are forced to. In addition, the success of
the framework depends on the success of the practical solution.
Stein moves on to the final question. V2: I consider the framework relevant but its usefulness depends
on the practical solution and the situation of the organization. I would not design a framework whit
various elements and measurements which turn out to be unnecessary in practice. Stein: If I understand
correctly, we need to explore the practical solution first and then a QM framework would be a next step.
V2: Yes, as I said before, technology will be leading. The solution has to be implemented within an
organization and then your components are useful. However, not all components are equally important
and maybe new components are required.
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