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Abstract
Despite the fact that the benefits of implementing (Robotic) Process Automation (RPA) in a business are
indisputable, many businesses are struggling to optimally adopt (R)PA in their landscape. This thesis will
provide a framework of risks that have either theoretically or practically proven to arise when
implementing this technology. Based on a literature review and supported by a case study within PostNL,
an insight in these risks will be provided. After a broad overview of the market development of Process
Automation and the general meaning of business risks, those two subjects will be combined into an
analysis of risks as a result of the implementation of (R)PA and a research model that describes the
relationship between former factors. Next to this theoretical approach, a practical research within PostNL
will support the findings of this thesis. The research is conducted in three areas of expertise relevant to
implementing (R)PA for an optimal result.
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1. Introduction
1.1 Introducing Process Automation
1.1.1 Costs/benefits
As it is often seen, development of (Robotic) Process Automation (RPA) is being presented by all the
benefits it has for the current working environments. The use of this technology however has several
downsides, which may1 include:
1.

Replacement of human labor hours will provoke friction among current employees.

2.

Security issues as a consequence of major structural adaptions in IT structures.

3.

Even though robotics is 100% accurate to what it is programmed to do, power-outs and
managerial flaws can still cause mistakes. Who then is responsible and how will businesses
stay alive when for example 40 automated processes break at the same time because of an
architectural mistake?

Even though Robotics is a way for businesses to economize without ending up with more labor per
employee, there should be attention for previously mentioned downsides to the technology.

1.1.2 Improving technology
The development of Process Automation is an accepted reality:
There is no shortage of predictions about how artificial intelligence is going to reshape where,
how and if people work in the future. But the grand work-changing projects of AI, like self-driving
cars and humanoid robots, are not yet commercial products. A more humble version of the
technology, instead, is making its presence felt in a less glamorous place: the back office. New
software is automating mundane office tasks in operations like accounting, billing, payments and
customer service. The programs can scan documents, enter numbers into spreadsheets, check
the accuracy of customer records and make payments with a few automated computer
keystrokes. (Lohr, 2018, pp. B1)

1

This is a very early hypothesis, simply to present some examples of possible risks that stand against the benefits
of RPA
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The technology is still in its infancy, but it will get better, learning as it goes. So far, often in pilot
projects focused on menial tasks, artificial intelligence is freeing workers from drudgery far more
often than it is eliminating jobs. (Lohr, 2018, pp. B1)
The bots are mainly observing, following simple rules and making yes-or-no decisions, not making
higher-level choices that require judgment and experience. ‘This is the least intelligent form of
AI,’ said Thomas Davenport, a professor of information technology and management at Babson
College. But all the signs point to much more to come. Big tech companies like IBM, Oracle and
Microsoft are starting to enter the business, often in partnership with Robotic Automation startups. Two of the leading start-ups, UiPath and Automation Anywhere, are already valued at more
than $1 billion. The market for the robot-like software will nearly triple by 2021, by one forecast.
This is the beginning of a wave of AI technologies that will proliferate across the economy in the
next decade,” said Rich Wong, a general partner at Accel, a Silicon Valley venture capital firm, and
an investor in UiPath. (Lohr, 2018, pp. B1)
State Auto Insurance Companies in Columbus, Ohio, started its first automation pilot project two
years ago. Today, it has 30 software programs handling back-office tasks, with an estimated
savings of 25,000 hours of human work — or the equivalent of about a dozen full-time workers
— on an annualized basis, assuming a standard 2,000-hour work year. (Lohr, 2018, pp. B1)
Automation companies are eager to promote the bots as helpful assistants instead of job killers.
The technology, they say, will get smarter and more useful, liberating workers rather than
replacing them. (Lohr, 2018, pp. B1)
Humans need to perform three crucial roles. They must train machines to perform certain tasks;
explain the outcomes of those tasks, especially when the results are counterintuitive or
controversial; and sustain the responsible use of machines (by, for example, preventing robots
from harming humans). (Wilson & Daugherty, 2018, p. 114)
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1.1.3 Governance
Can new developments in the area of RPA provide solutions for managerial and strategical challenges?
How can businesses make sure that Robotics is not breaking more than it is solving? Tracy (2007) states
that “The ultimate goal of information security management is to turn an organization’s security policies
into security requirements that can be codified, rolled out to the organization, enforced, and measured”
(p. 114). This tells us that when implementing (Robotic) Process Automation, the biggest challenge is the
presence of sufficient security policies around the project and the ability to translate these into concrete
measures that a company can introduce.

1.2 Problem statement
What makes implementing RPA a challenge instead of reality?
This problem statement contains the practical issue that is encountered by many businesses:
Besides the issues in software engineering, a key challenge is satisfying user’s expectation with
reasonable system performance. As long as the performance of AI systems is concerned, trust
issue cannot be ignored. Trust is gained by understanding of the reasoning behind an AI system’s
conclusions and results, which is more than a confidence of accuracy but about the explainability.
(Ding, 2018, p. 1561)
This is one of the outcomes of research into key challenges of AI systems performance. The AI systems
are the Process Automation in this case.
These key challenges will be the heart of the thesis. An answer will be provided to what these challenges
are by literature research combined with a case study within PostNL. Also, this research will be used to
practically approach these challenges. Benefits will not be the focus of this thesis and will not be studied,
since those are not the scope of this research.
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1.3 Research question
Which risks arise when implementing RPA?
To be able to provide a complete and satisfactory answer to the problem statement there are a few
questions that need answering first. A definition for RPA must be provided. In order to explain the problem
statement there must be scientific substantiation for the hypothesis that RPA has the potential to benefit
a business financially or otherwise. In order to explain or prove risks in implementing RPA there should be
attention to risks that occurred while implementing earlier Process Automation.
1. What is (Robotic) Process Automation?
Literature research will provide a definition fit for providing a base to work off. Besides that, there
will be an overview of the development of the process automation market on different levels in
order to see what has been changing in the scope of this research.
2. What are business risks?
This research question is meant to scope the situation in order to be able to tell what challenges
are created by using Process Automation.
3. How does implementing (R)PA affect or create business risks?
According to Lohr (2018) “The market for AI-enhanced software automation is poised for rapid
growth, but that expansion, analysts say, will ultimately bring job losses.” (pp. B1)
This is an example of a challenge businesses may run into.

8

1.4 Research gaps
1.4.1 Practical research gap
Looking at the state of Process Automation in different fields and markets (chapter 2.2), one can conclude
more benefits can be obtained in many of these fields and markets:
The importance of automation in the process industries has increased dramatically in recent years. In
the highly industrialized countries, process automation serves to enhance product quality, master the
whole range of products, improve process safety and plant availability, efficiently utilize resources
and lower emissions. In the rapidly developing countries, mass production is the main motivation for
applying process automation. The greatest demand for process automation is in the chemical
industry, power generating industry, and petrochemical industry; the fastest growing demand for
hardware, standard software and services of process automation is in the pharmaceutical industry.
(Jämsä-Jounela, 2007, p. 211)
As was already mentioned in the problem statement and as is confirmed by Jämsä-Jounela, Process
Automation is not yet implemented to its full capacity by some distance. There is a great hold-back caused
by risks in different areas.

1.4.2 Theoretical research gap
According to Suriadi, Weiß, Winkelman, Hofstede, Adams, Conforti, Fidge, La Rosa, Ouyang, Pika,
Rosemann and Wynn (2014) “Recent surveys have shown that many organizations have deployed
business process management (BPM) systems to manage their businesses. This is not surprising given the
demonstrable benefits offered by BPM, such as cost reduction and in overall process quality
improvement” (p. 4)
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However, these BPM systems usually focus on benefits, especially in Process Automation:
Unfortunately, traditional BPM systems do not address the problem of uncertainties that
organizations face in their day-to-day operations, such as IT infrastructure malfunctions or share
market movements, which may have a profound impact on organizational objectives. These
uncertainties and their impact on organizations are commonly known as risks, and they need to
be managed through the application of relevant principles, frameworks and processes. The
application of this set of principles, frameworks and processes is commonly known as risk
management. (Suriadi et al, 2014, p. 4)
According to Suriadi, besides the limited existing research in the area of RPA itself, there is hardly any
research into the risks of the implementation of RPA, risks that may come with the implementation of
other forms of Process Automation as well. This paper will touch on the known types of business risks as
well as the risks that come specifically with the implementation of Robotic Process Automation. Also it
will provide results from a case study in the same area to support the literary research. This research digs
into the mostly undiscovered practical side of this subject.

1.5 Research design and data collection
This thesis will firstly scope its focus area and answer some theoretical questions by means of secondary
sources. In order to provide deeper insight in the relevant subjects within Process Automation there will
be use of a broad set of reliable journals on management, strategy, entrepreneurship and sociology. Once
the scope is clear, the thesis will provide insight in the risks that cause implementing RPA to be such a
challenge instead of a reality of process innovation. A research at Deloitte is used as a basis for defining
the types of risks businesses should consider. After that a case study within the business environment of
PostNL will be used to substantiate the previous and to provide information about the challenges to
implementing (Robotic) Process Automation.
The case study within PostNL is formed by the expected risks that are involved in implementing Process
Automation, in this specific case: RPA. In order to get a broad view of these risks from different angles of
the business, the research will be done in the following 3 areas of interest: Management, Strategy and
Development. Employees will be represented by management and strategy since proper research among
employees themselves would first require them to be sufficiently informed about this subject. A lack of
knowledge would highly influence the outcome of this research as a result of that.
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In order to be able to easily and effectively analyze this research, a questionnaire will be presented to the
three areas of interest mentioned earlier. This questionnaire will consist of mostly closed questions that
are to be answered on a one to seven Likert-scale. This way the three areas can be easily combined into
an average as well as used like three loose numbers with a meaning of their own. The open questions will
allow all respondents to add comments to any of the Likert-scale based questions. Besides that there will
be room for them to complement the presented questionnaire in any way they seem fit. The three filled
in questionnaires are added to the thesis as an appendix.

1.6 Structure
This paper consists of five chapters. The current chapter is the introduction which is followed by chapter
two which contains a literature review on most of the theoretical subjects. The history of implementing
Process Automation will be presented in the area of industry, region and product. A description of
business risks is provided, both business risks on their own and business risks as a result of the
implementation of Process Automation. At the end of chapter two a research model and some hypotheses
will be presented. Chapter three will contain a detailed description of the method used to write this thesis.
Chapter three also contains most information about the case study that was conducted at PostNL. Chapter
four contains all results from both literature and case study as well as an analysis of these results. Finally
a conclusion as well as a recommendation will be presented in chapter five.
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2. Theory
2.1 Robotic Process Automation
Firstly, the following definition can be used for Robotic Process Automation:
Methods, systems, and apparatus, including computer programs encoded on a computer storage
medium, for automating a manual process. The methods, systems, and apparatus include actions
of identifying a process that (i) is manually performed by a user interacting with a computer, and
(ii) is to be automated for performance by a robot that is configured to interact with another
computer. (Bataller, 2017, p. 1)
Secondly, some examples of beneficial RPA implementation are given by Bataller:
Manual processes performed on a computer may be repetitive and time consuming. For example,
a user may send e-mails in response to web form Submissions, and for each web form Submission,
may need to manually interact with a computer to click buttons to open a window for composing
a new e-mail, click buttons to copy information from the web form submission into the window,
click keys to write text for a body of the e-mail, and click buttons to send the e-mail. (Bataller,
2017, p. 7)

2.2 Process Automation – Market development
2.2.1 Market developments by industries
Jämsä-Jounela provides a clear overview of the market development of Process Automation between
2000 and 2010 in three manners, firstly by industries:
According to the report by Intechno Consulting (Basel, Switzerland), the world market for process
automation will grow at an average annual rate of 5.1% between 2005 and 2010 to reach 94.2
billion $ in 2010. The greatest demand for process automation is in the chemical industry, power
generating industry, and petrochemical industry; the fastest growing demand for hardware,
standard software and services of process automation is in the pharmaceutical industry. The share
of hardware is expected to continue to shrink. Fig. 1 shows the future world market development
for process automation in individual application sectors.” (Jämsä-Jounela, 2007, pp. 214-216)
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Fig. 1: Five large segments of industries and their development in process automation in the period of
2000-2010 (Jämsä-Jounela, 2007).

2.2.2 Market development by regions
Secondly, Jämsä-Jounela provides an overview by regions:
North America is the leading market for process automation. Asia-Pacific and Eastern Europe are
winning market shares from Western Europe and North America. China is a growing engine for
automation in Asia, in spite of its lower levels of plant automation. India, too, is gaining market
shares worldwide. In the highly industrialized countries process automation serves to enhance
product quality, master the whole range of products, improve process safety and plant
availability, efficiently utilize resources and lower emissions. In the rapidly developing countries,
mastering mass production is the main motivation for applying process automation. Quality and
environmental aspects are, however, gaining importance as well. Fig. 2 shows the world market
development for process automation by region.” (Jämsä-Jounela, 2007, pp. 214-216)
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Fig. 2: Six large segments of areas in the world and their development in process automation in the period
of 2000-2010 (Jämsä-Jounela, 2007).

2.2.3 Market development by products and services
Finally, Jämsä-Jounela provides an overview by products and services:
About 39.3% of the automation hardware bought in 2000 were for the process control level, and
60.7% for the field level, including all sensors, measurement equipment, and actuators integrated
in the various process technological machines. By 2010, the share of control level hardware out
of the total hardware will shrink to 35.8% worldwide. Intelligence is moving to field level and the
control level products and the systems are becoming cheaper—they are increasingly becoming
commodities. Particularly strong growth will be seen in fieldbus communication and
Ethernet/TCP-IP components. The former is expected to grow at a rate of 8.2%/year, and that of
the latter should be around 17%. (Jämsä-Jounela, 2007, pp. 214-216)
The share of external engineering demand will keep increasing worldwide. It is expected to rise
from 13.9% in 2000 to 15.5% in 2010. Engineering expenditures are expected to further increase,
especially in those industries with prototype plants. The trend towards rationalization and plant
optimization, accompanied by increased integration of automation systems with the information
systems of the production site and the enterprise level, will further add to the engineering share
out of the total plant project costs. Segmentation by product and external services in the world
market development for process automation up until 2010 is presented in Fig. 3. (Jämsä-Jounela,
2007, pp. 214-216)
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Fig. 3: Six large field of products and services and their development in process automation in the period
of 2000-2010 (Jämsä-Jounela, 2007).

2.3 Business risks
Decision making theory, according to March & Shapira (1987) defines risk as “reflecting variation in the
distribution of possible outcomes, their likelihoods, and their subjective values” (p. 1371). Jaafari (2001)
states that “Risk can be expressed mathematically as the probability of occurrence of loss/gain multiplied
by its respective magnitude.” (p. 90). March and Shapira argue that “Since risks are commonly associated
with negative outcomes, the distinction between risks and problems often remains unclear.” (p. 1375)
Charette (1990) pleads that “Risk is not necessarily a problem, but a ‘potential problem’ that may result
from making a particular decision.” (p. 45)
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Fig. 4: Rikhardsson (2006) states that “Risk management and internal controls take place in the context
of business processes and in an information system environment”. (p. 11)

Rosemann & Muehlen (2005) define 5 types of risks (Fig. 5) in their research in Risk Taxonomy, which are:
-

Goal risks are those that threaten the achievement of process and activity objectives.

-

Structural risks threaten the integrity of the process design. They refer to wrong choices made
during the design of a process, which may make the process unsuitable to achieve
the desired goals.

-

Data, information technology and organizational risks refer to errors that may
jeopardize the execution of a given process by undermining data integrity, system
availability or employee performance, among others. These risks are typically
considered at build-time through the introduction of mitigating activities (such as
separation of duty practices, backup systems or data consistency checks).
However, many of these risks cannot be eliminated completely because they are
caused by the process context, i.e., factors that lie outside the structural and
logical design of the business process. (p. 5)
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Fig. 5

2.4 Process Automation – Risks
Accordant to Rikhardsson (2006) “Risk management is a relatively mature research area in various
operating functions such as production, logistics, information technology, and health and safety.” (p. 2)
Risk management in newly developed areas like Robotic Process Automation, however, is naturally a less
mature research area. There was some research into risks deriving from the implementation of (R)PA,
which is touched on in the subchapters below.
Direct risks of information systems are mostly not discussed:
The recognition of the complex interaction of social and technological characteristics associated
with information system (IS) development and implementation have led to a method of indirect
measurement of IS risk that is based on determining factors that are related to the underlying risk
of information system failure (Fiedler, Grover and Teng, 1994, p.268).
In the future, risk management will play an increasingly large part in businesses:
The starting points in assessing the future needs for automation are, on the one hand, global
development and economic trends, and, on the other, the way in which they are reflected in the
development of society and the economy. Global risk management will attain ever greater
importance in the future. In particular, better control and anticipation is needed in order to
contain the risks related to the economy, environment, energy and infrastructure.” (JämsäJounela, 2007, p.212)
Redesigning processes itself can create new risks which are not explained by the information technology:
It should be noted that Business Process Redesign (BPR), automation or any change for that matter
does not need to be associated with information technology (IT). However, IT can add new
opportunities for process redesign through improved coordination, communication and information
manipulation. While information technology can enable BPR, the focus is not on the information
system (IS), but on business process improvement. In many cases BPR can be instituted with the
current IS without committing new IT resources by concentrating on changing how the present system
is used to carry out work” (Fiedler et al, 1994, p. 268).
Fiedler explains that when situation X is redesigned to situation Y by implementation of IT, the risks in
situation Y are not fully explained by the change in IT. A part of those risks are caused by the redesign
itself.
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2.4.1 Job losses
The fear of job losses is one of the main social concerns in the development of (R)PA:
The market for AI-enhanced software automation is poised for rapid growth, but that expansion,
analysts say, will ultimately bring job losses. Forrester Research estimated that revenue would
nearly triple to $2.9 billion over the next three years. And by 2021, robotic automation technology
will be doing the equivalent work of nearly 4.3 million humans worldwide, Forrester predicted.
But these initial bots will get better, and the task harvesting will accelerate,” said Craig Le Clair,
an analyst for Forrester. “For workers, there will be a mix of automation dividends and pain.”
(Lohr, 2018, p. B1)
According to Wilson & Daugherty (2018) “Artificial intelligence is becoming good at many “human” jobs—
diagnosing disease, translating languages, providing customer service—and it’s improving fast. This is
raising reasonable fears that AI will ultimately replace human workers throughout the economy.” (p. 120)

2.4.2 Loss of transparency
In many decision phases of business processes, good communication and transparency are required in
order to make an accurate estimation of the situation. Implementation often decreases this transparency:
After more than sixty years of the birth of AI, despite many achievements of AI and machine learning
being made by academics, companies are still struggling to deploy machine learning to solve real
business problems. One of the reasons is the issue of explainability. When AI offers great potential to
be applied almost everywhere in our life with its rapid development, its explainability has become
more important. A decision in business needs to be transparent, especially in the situations where the
gains or losses caused by decision are of serious concern. It can be even more crucial when AI systems
are deployed to the domains where humans have long been dominant, such as law, medicine, human
resource management and financial decision” (Ding, 2018, p. 1568)
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2.4.3 Technological failure
Fiedler et al (1994) state that “Even when BPR is made possible by the use of IT, the risks related to IS
failure are only a subset of all the risks associated with BPR project failure.” (p. 268) Here, Fiedler et al
shortly touch on the risk of IS failure. This is a very logical, but serious risk that can be caused by the
implementation of (R)PA.

2.4.4 Organizational risk
As with all organizational process changes, implementation of (R)PA may not work out as planned:
The risk that after committing the resources and effort to carry out the automation or BPR project,
the organization as a whole is not as well off as it had anticipated, whether or not the related
information system was a success. This organizational risk may be due to BPR or automation project
failure or because the project had an unanticipated or unmeasured negative impact on the
organization's operations. Organizational risk is always present with organizational change, so it is
important to carefully weigh the potential risks and rewards before deciding to attempt a project.
(Fiedler et al, 1994, p. 268)

2.4.5 Process risk
Accordant to Fiedler et al (1994) “Process risk is defined as a broad term to describe the risks inherent in
the radical altering of business processes associated with re-engineering. It includes the risks associated
with the potential irreversibility of the change process, resistance to change, and task ambiguity.” (p. 268)
Fiedler hereby states that when (Robotic) Process Automation alters the process in a radical manner, we
speak of a present process risk.
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2.5 Research model
Previous displayed research in the risks of the implementation of (R)PA has proven the existence of several
effects within the scope of this thesis. The following is based on information mentioned earlier in this
thesis.

Fig. 6: The effect of the implementation of (R)PA on the relationship between a business and its risks.
Business risks naturally contain a potential negative result for businesses. This thesis has shown by literary
review that the implementation of (R)PA affects the negative relationship between a business and its risks.
This negative relationship is often positively affected, which is proven in chapter 2.4 of this thesis.
Hypothesis 1:

“The implementation of (R)PA may aggravate the negative effect of business risks on a

business.”
Limitation:

Sometimes, however, the implementation of (R)PA lessens this effect, as was proven in

its effect on accuracy. The improved accuracy of certain tasks that were taken over by Robotics decreases
the risk of human failure, for example.
Besides that, the implementation of (R)PA may create new risks. These risks did not exist before the
implementation of (R)PA and naturally affect the business the same way as existing risks. A good example
are the previously mentioned technical risks that arise during the implementation process.
Hypothesis 2:

“The implementation of (R)PA may create new business risks that negatively affect a

business.”
Limitation:

Comparable to the limitation of hypothesis 1, the implementation of (R)PA may also

create new benefits for a company, which have a positive effect on the business. This was shown in the
suggestion by Lohr in chapter 1.1.2 to use the bots as helpful assistants, improving the working
environment.
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3. Method
As an intern at the Cyber Security Office of PostNL, my attention was very soon caught by a starting project
within the company: the implementation of RPA. Diving into the subject with great focus resulted in a
steep learning curve both theoretically as practically. It didn’t take me long to acquire several diplomas
from the ‘UiPath academy’, one of the larger software suppliers in RPA, as well as a place at most
important meetings around RPA in the area of Cyber Security and development. RPA seemed like a very
logical choice of subject for my bachelor thesis. Formulating a research question in this area was not the
problem either. There is certainly great relevance in RPA. Well-known partners of UiPath are: Accenture,
Capgemini, Deloitte, Google, KPMG, Microsoft, PWC and many others. All these companies are already
implementing RPA in their business. However, there is both a great theoretical research gap as well as a
practical research gap in the area of RPA. Unfortunately, too little top-quality academic research was
available to write a solid paper about this subject. That is how I 2 came to the idea of looking for a
connection between earlier Process Automation and current Process Automation: Robotics.

2

Speaking in first-person in some cases was discussed with and approved by Mr. Smits, first reader
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3.1 Literature review
Implementing this software in any business is extremely easy at first impression. Architectural difficulties,
social sensitivity and technological issues are some of the risks that completely change that first analysis.
Therefore these risks are an interesting field of research.
Researching the risks of implementing Process Automation provided me with an earlier mentioned
theoretical and practical research gap. This resulted in a choice of literature review supported by a case
study within my exceptional research position. The literature review acts as a basis for the paper,
explaining important concepts in Process Automation. Besides that, it acts as a literary basis for
conclusions drawn about existing risks caused by the implementation of (R)PA. The case study devotes
more attention to the practical side of risks in current Process Automation: Robotics. Combining this
research will either prove or disprove the research model, described in paragraph 2.5.
A broad combination of literary sources is used to substantiate any statements in this thesis. Many times,
one source led to multiple other high-quality sources. Following a trail of relevant quotes into articles with
high numbers of quoting themselves proved to be the most successful way into a broader understanding
of many concepts and relationships.

3.2 Case study
‘To identify which risks are practically met when implementing Robotic Process Automation and
investigating whether these risks correspond with the risks identified by the literary research into Process
Automation which have been mapped in the research model’. That is the goal of researching the RPA
working environment of PostNL. An internal research within Deloitte was used as a basis for this case
study. Five key risks associated with automation are formulated, which formed the core of the case study.
This research is being used with approval of Sandra Bakkum-de Roos and is added as an appendix, since it
was never published. The case study has a detailed introduction of its scope and subject for the
respondents, which looks as follows:
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Case study research questionnaire BSc thesis:
‘The Risks of Process Automation’ – Indy van Weijen

Introduction
This questionnaire contains several questions regarding the implementation of Robotic Process
Automation in PostNL or in general. Multiple areas in the business will be asked to reflect on these
questions. Please answer them to your best capacity and from the perspective of your professional area
of expertise.
In the case of questions that require a one-to-seven Likert-scale, please choose the closest answer. There
is an opportunity at every question to add a comment in order to clarify your answer when needed or to
add any insights that are of relevance.
The goal of this research is to acquire practical knowledge revolving the implementation of RPA,
specifically any risks involved. Different angles of the business should give a broad view on whether any
hypotheses should be rejected or not.

Defining and scoping
In order to supply a clear basis for this research there should be no doubt over any of the following
concepts:
-

PA = Process Automation
RPA = Robotic Process Automation
The five types of risks we are mostly considering are: operational, financial, regulatory,
organizational and technological risks. However, if another type of risk comes to mind, please
add it in the comment section.

All questions are about your experience in implementing RPA in PostNL, unless stated otherwise. Please,
however, feel free to supplement these experiences using the comment section of each question. Any
insights or information on matters presented are a welcome addition to the research and will be used in
analyzing the results.
In every box, please fill in your answer plus any remarks on, or explanation of your answer.

General information
Name:
Job title:
Department:
Contact area with RPA:
Contact with RPA inside or outside PostNL:
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This research has been conducted on three levels of the organization:
1. Strategy is expected to provide insight in most economical business risks. It is however very broad.
Neyland & Whittle (2018) formulate this as follows: “A strategy document, for instance, could
mean very different things when in the hands of senior management to employees, consumers
or competitors. A move by a competitor, similarly, could be interpreted very differently by two
rival firms, depending on what they are taken to ‘index’.” (p. 34)
“Strategy, we propose, relies upon a set of ethno-methods used to produce accounts that provide
the ‘facts’ through which strategic decisions and actions are made.” (p. 35) The strategy chosen
by PostNL thus defines how the implementation of RPA is handled. Edvard Veldman will be
representing Strategy. He is Platform Owner Digital Robots at PostNL and provides most strategic
input in the process of implementation.
2. Development should have an answer to which technological risks arise in implementing RPA.
This automation naturally has a big technological aspect. Which risks are involved in changing a
business’ entire network in order to optimize processes? Rolf Eefting is Development Manager
Process & Change Management. His practical experience in creating RPA systems represents
development in PostNL. Financial insight is provided by his role as: ‘RPA lead Finance’.
3. Management is supposed to form a link between these two, since according to Liphadzi,
Aigbavboa & Thwala (2017) “Management associates with fulfilling organizational goals and
processes.” (p. 478) Liphadzi et al (2017) state that “Management has to do with leading a project
from its inception to execution. This includes planning, execution and managing the people,
resources and scope of the project. Management within an organization should have the
discipline to create clear and attainable objectives; moreover, leadership skills of project
managers affect project performance. Management is often included as a factor of production,
along with machines, materials, and money. The basic task of management includes both
marketing and innovation.” (p. 479). Gunther Cleijn represents management at PostNL. His
position as manager of the Cyber Security Officer will provide insights in both security and
managerial view on the implementation.
As was mentioned before, the questionnaire will mainly consist of closed one-to-seven Likert-scale
questions to maximize analytics. Text boxes will be provided to allow any complementary notes by the
respondents. In chapter 4, questions will be referred to by their question number. The questionnaire has
the following layout:
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Likert-scale questions
Question:
1.) Implementing RPA has
the potential to benefit a
business, financially and
otherwise.

Strongly Disagree

Strongly Agree

1

2

3

4

5

6

7

1

2

3

4

5

6

7

1

2

3

4

5

6

7

1

2

3

4

5

6

7

1

2

3

4

5

6

7

1

2

3

4

5

6

7

2.) Implementing RPA
increases operational risks.

3.) Implementing RPA
increases financial risks.

4.) Implementing RPA
increases regulatory risks.

5.) Implementing RPA
increases organizational
risks.

6.) Implementing RPA
increases technology risks.

7.) Any other remarks:
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4. Results
4.1 Literature implications
While determining the scope of this thesis, (Robotic) Process Automation proved to be an even broader
field of interest than was originally estimated. Research into its size and impact resulted in an overview of
development by industries, regions as well as by products and services.
Defining business risks yielded a common misconception: Risks and problems are not the same thing. That
is an important given and proves to be essential to accurately answer the question: ‘Which risks arise
when implementing RPA?’ A grand number of sources produces an extensive amount of types of risks.
Terminology gets in the way of one clear answer to the research question. However, some risks were
mentioned more than others.
Literary sources agree on a social risk that origins from the (threats of) job losses that are a result of the
implementation of (R)PA. Also, processes tend to become less transparent after implementing (R)PA. This
is supported by the case study at PostNL. A clear risk of technological failure arises during this process as
well. Little sources mentioned this risk, possibly because of its natural existence. The case study proved
the existence of this risk is much more apparent in practice. Finally, two often-mentioned risks are
organizational risks and process risks. Organizational risks basically arise when a business strays from its
intended outcome while implementing (R)PA and process risks arise when radically changing a process
during automation.
These implications follow the research model presented in chapter 2.5. There is a negative correlation
between business risks and a business. Implementation of (R)PA either aggravates this negative
correlation (with some small exceptions) or creates new business risks with the same negative correlation
with the business. The case study at PostNL proved the same relation, even though results from different
areas within PostNL differentiated in composition.
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4.2 Case study
The research that was conducted at PostNL provided results from three areas of the business: Strategy,
Development and Management. The reason for using these three areas is to optimize the accuracy of the
research and to make sure the business is represented by all components of the process of
implementation. As was mentioned before, the hypothetical risks as well as the three areas of the
business that are looked into are based on an internal Deloitte research.
The expected results before conducting the research were blended, which was a correct hypothesis.
However, there was one question that was answered the same for all areas: Management as well as
Strategy as well as Development estimate great potential benefits for a business from implementing RPA,
with a six or higher out of seven.
The next result to stand out is the huge difference between managerial risk estimation and both strategic
and development risk estimation. Management agrees that implementing RPA increases all risks except
regulatory risks to a level of six out of seven. That differs greatly from Strategy and Development. Risks
are believed to be increased by implementing RPA to an extent of two or three out of seven according to
them. The only exception for Strategy and Development are technology risks. All three areas of expertise
believe in a high contribution of the implementation on the increase of business risks coming from
technological risks.
Rolf Eefting (Development) states that organizational risks go down because of the access to a 24 hours a
day, 7 days a week workforce that is never sick. Also, financial risks go down on the condition that good
internal control processes need to be in place on the development side. Based on my own experience in
developing RPA systems, Rolf aims at the prevention of any technological errors by designing the system
so that these errors can never form a threat.
Edvard Veldman (Strategy) states that RPA contributes to efficiency, continuity, auditability as well as
cost-reduction. According to him, technological risks form the largest reason to why RPA is not yet
implemented and used fully in the PostNL business environment. He states that “RPA can be used as well
as misused on various occasions.” This is a reference to new opportunities for hackers to exploit this
relatively young technology. An important operational risk Edvard touches on is the situation that if robots
need to be switched off for some reason, the possibility exists that “the department no longer has the
capacity nor the capabilities to pick up the old manual process”. Also, the business faces short-term risks
during the transition phase of processes.
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5. Conclusion and recommendations
In this final chapter, first an overview of conclusions is provided in order to answer the problem statement,
alongside an overview of potential parties that can benefit from the results of this thesis. This is followed
by some limitations of the research, both literary and otherwise. Finally, a number of practical
recommendations will be provided.

5.1 Conclusions
The main objective of this thesis is answering the following question: ‘Which risks arise when
implementing RPA?’ Risks must not be confused with problems. Interest is in potential dangers to the
business.
Literature and case study agree on several risks resulting from the implementation of (R)PA. A loss of
transparency in a process due to this implementation may result in multiple organizational and
technological risks.
By far the largest risk according to literature review is the social risk resulting from the (threats of) job
losses. This risk was never mentioned in the case study, possibly because implementation at PostNL has
not yet reached a stage where employees directly feel threatened by its development. According to
literature, process risks arise when implementing (R)PA radically changes a process.
The case study at PostNL argues that implementation of (R)PA creates a lot of new technological risks
because of new opportunities for externals to infiltrate the business. Also, an organizational risk arises
when the business replaces too many skilled employees. A technological failure would then impact the
business more because there is no backup system to the automation. Finally, the case study results in a
belief that new short-term risks are created while a process is in its transition phase.
The results from this thesis are beneficial for any business that has not long ago started implementing any
kind of automation, especially Robotic Process Automation as well as businesses that are looking to start
implementing automation.
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5.2 Limitations and recommendations
Different from most other literature on this subject, this thesis looks into the risks of implementing (R)PA.
Benefit of (R)PA is a popular subject, but not focused in this research. As was mentioned before, there
was no interest in risks that are neglected by automating processes. This thesis is no consideration
between benefits and risks, neither is it a plead on the negative sides of Process Automation and to
discourage businesses to implement it. This thesis strives to provide insight into why the implementation
of (R)PA proves to be such a challenge for companies by listing its most influential risks.
Businesses implementing Process Automation would do well to strive towards transparency in their
processes as well as in their communication. Process Automation should not be irreversible while
technological risks still play a part. Take caution when replacing human labor, not only will these job losses
cause discontent among employees, it will cause a social movement against the development of
automation as a result of this. Young automated processes are most vulnerable, organizational and Cyber
Security technical.
Further research would be interesting in weighing benefits and risks of the implementation of (R)PA. Also,
newly created risks and aggravated existing risks by this implementation can possibly be mitigated by
proper strategy. It would be beneficial for a substantial amount of businesses to acquire better insight in
that area of future research.
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Appendix:
Case study questionnaire BSc thesis:
‘The Risks of Process Automation’ – Indy van Weijen

Introduction
This questionnaire contains several questions regarding the implementation of Robotic Process
Automation in PostNL or in general. Multiple areas in the business will be asked to reflect on these
questions. Please answer them to your best capacity and from the perspective of your professional area
of expertise.
In the case of questions that require a one-to-seven Likert-scale, please choose the closest answer. There
is an opportunity at every question to add a comment in order to clarify your answer when needed or to
add any insights that are of relevance.
The goal of this research is to acquire practical knowledge revolving the implementation of RPA,
specifically any risks involved. Different angles of the business should give a broad view on whether any
hypotheses should be rejected or not.

Defining and scoping
In order to supply a clear basis for this research there should be no doubt over any of the following
concepts:
-

PA = Process Automation
RPA = Robotic Process Automation
The five types of risks we are mostly considering are: operational, financial, regulatory,
organizational and technological risks. However, if another type of risk comes to mind, please
add it in the comment section.

All questions are about your experience in implementing RPA in PostNL, unless stated otherwise. Please,
however, feel free to supplement these experiences using the comment section of each question. Any
insights or information on matters presented are a welcome addition to the research and will be used in
analyzing the results.
In every box, please fill in your answer plus any remarks on, or explanation of your answer.

General information
Name:

Edvard Veldman

Job title:

Platform Owner Digital Robotics

Department:

IT Technology & Innovation / DigiBot Factory

Contact area with RPA:

Strategy

Contact with RPA inside or outside PostNL:

Inside
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Likert-scale questions
Question:
1.) Implementing RPA has
the potential to benefit a
business, financially and
otherwise.

Strongly Disagree

1
2
3
4
5
6
7
7. As stated on RPA market AND already self-experienced, RPA
will contribute to Efficiency, Continuity, Auditability as well as
cost-reduction.

1
2.) Implementing RPA
increases operational risks.

3.) Implementing RPA
increases financial risks.

3

4

5

6

7

1
2
3
4
5
6
7
2. Like human beings, when monitored and corrected where
needed, risks should not increase.

2

3

4

5

6

7

3. It alters them and in this transition phase, doing things for the first
time, that might increase them for a short period.
If ever we might have to decide to switch of robots, the operational
risk might be that the department no longer has the capacity nor the
capabilities to pick up the old manual process.

1

5.) Implementing RPA
increases organizational
risks.

2

3. It alters them and in this transition phase, doing things for the first
time, that might increase them for a short period.
If ever we might have to decide to switch off robots, the operational
risk might be that the department no longer has the capacity nor the
capabilities to pick up the old manual process.

1

4.) Implementing RPA
increases regulatory risks.

Strongly Agree

2

3

4

5

6

7

3. It alters them and in this transition phase, doing things for the first
time, that might increase them for a short period.
If ever we might have to decide to switch of robots, the operational
risk might be that the department no longer has the capacity nor the
capabilities to pick up the old manual process.

1
2
3
4
5
6
7
5. RPA can be used as well as misused on various occasions.
Having our IT Architectural Direct Statements as a base, we are
yet to learn how to optimally adopt RPA within our landscape.
6.) Implementing RPA
increases technology risks.
Good luck on your thesis!
7.) Any other remarks:
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Case study research questionnaire BSc thesis:
‘The Risks of Process Automation’ – Indy van Weijen

Introduction
This questionnaire contains several questions regarding the implementation of Robotic Process
Automation in PostNL or in general. Multiple areas in the business will be asked to reflect on these
questions. Please answer them to your best capacity and from the perspective of your professional area
of expertise.
In the case of questions that require a one-to-seven Likert-scale, please choose the closest answer. There
is an opportunity at every question to add a comment in order to clarify your answer when needed or to
add any insights that are of relevance.
The goal of this research is to acquire practical knowledge revolving the implementation of RPA,
specifically any risks involved. Different angles of the business should give a broad view on whether any
hypotheses should be rejected or not.

Defining and scoping
In order to supply a clear basis for this research there should be no doubt over any of the following
concepts:
-

PA = Process Automation
RPA = Robotic Process Automation
The five types of risks we are mostly considering are: operational, financial, regulatory,
organizational and technological risks. However, if another type of risk comes to mind, please
add it in the comment section.

All questions are about your experience in implementing RPA in PostNL, unless stated otherwise. Please,
however, feel free to supplement these experiences using the comment section of each question. Any
insights or information on matters presented are a welcome addition to the research and will be used in
analyzing the results.
In every box, please fill in your answer plus any remarks on, or explanation of your answer.

General information
Name:

Rolf Eefting

Job title:

Development Manager Process & Change
Management

Department:

FSSC (Financial Shared Service Centre)

Contact area with RPA:

RPA lead Finance

Contact with RPA inside or outside PostNL:

Inside
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Likert-scale questions
Question:
1.) Implementing RPA has
the potential to benefit a
business, financially and
otherwise.

2.) Implementing RPA
increases operational risks.

3.) Implementing RPA
increases financial risks.

Strongly Disagree

Strongly Agree

1
2
3
4
5
6
7
6. Processes that cannot be automated anymore and that are
standard & repetitive.

1
2
3
4
5
6
7
2. No, less manual action, more scheduled actions: means
higher quality (less mistakes) and guarantee of execution

1
2
3
4
5
6
7
2. No, but good internal control processes on the development
side have to be in place.

1
2
3
4
2. No, not on the finance side.

5

6

7

4.) Implementing RPA
increases regulatory risks.
1
2
3
4
5
6
7
2. No, organization will be more robust and have access to 24
hour, 7 days a week workforce that is never sick.
5.) Implementing RPA
increases organizational
risks.
1
2
3
4
5
6
7
4. Can be, have to be careful if nr of robots increases over 25
or so.
6.) Implementing RPA
increases technology risks.

7.) Any other remarks:
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Case study research questionnaire BSc thesis:
‘The Risks of Process Automation’ – Indy van Weijen

Introduction
This questionnaire contains several questions regarding the implementation of Robotic Process
Automation in PostNL or in general. Multiple areas in the business will be asked to reflect on these
questions. Please answer them to your best capacity and from the perspective of your professional area
of expertise.
In the case of questions that require a one-to-seven Likert-scale, please choose the closest answer. There
is an opportunity at every question to add a comment in order to clarify your answer when needed or to
add any insights that are of relevance.
The goal of this research is to acquire practical knowledge revolving the implementation of RPA,
specifically any risks involved. Different angles of the business should give a broad view on whether any
hypotheses should be rejected or not.

Defining and scoping
In order to supply a clear basis for this research there should be no doubt over any of the following
concepts:
-

PA = Process Automation
RPA = Robotic Process Automation
The five types of risks we are mostly considering are: operational, financial, regulatory,
organizational and technological risks. However, if another type of risk comes to mind, please
add it in the comment section.

All questions are about your experience in implementing RPA in PostNL, unless stated otherwise. Please,
however, feel free to supplement these experiences using the comment section of each question. Any
insights or information on matters presented are a welcome addition to the research and will be used in
analyzing the results.
In every box, please fill in your answer plus any remarks on, or explanation of your answer.

General information
Name:

Gunther Cleijn

Job title:

Cyber Security Officer PostNL

Department:

Cyber Security Office

Contact area with RPA:

Identifying Cyber Security constraints

Contact with RPA inside or outside PostNL:

Inside
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Likert-scale questions
Question:
1.) Implementing RPA has
the potential to benefit a
business, financially and
otherwise.

Strongly Disagree

Strongly Agree

1
6.

2

3

4

5

6

7

1
6.

2

3

4

5

6

7

1
6.

2

3

4

5

6

7

1
3.

2

3

4

5

6

7

1
6.

2

3

4

5

6

7

1
6.

2

3

4

5

6

7

2.) Implementing RPA
increases operational risks.

3.) Implementing RPA
increases financial risks.

4.) Implementing RPA
increases regulatory risks.

5.) Implementing RPA
increases organizational
risks.

6.) Implementing RPA
increases technology risks.

7.) Any other remarks:
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The age of digitalization
We’re in the midst of an exciting convergence. Technological
advances and trends in advanced analytics, robotic process
automation (RPA), and cognitive intelligence (CI) are rapidly reshaping
business models, improving productivity, and enabling innovation
in the way banking and securities (B&S) organizations operate and
conduct business.

As we previously discussed in “Dancing with disruption: A forward
look at Internal Audit in banking and securities,”1 Deloitte Risk
and Financial Advisory sees four forces driving disruption in B&S
companies and their IA departments:

This makes for an intricate pas de deux. As B&S companies continue
to adopt emerging automation technologies, Internal Audit (IA) must
proactively assess and gain insight into the new risks associated
with these technologies. Doing so will enable IA to provide comfort
to senior management that appropriate controls are being
implemented to prevent and detect new and emerging risks.

•• Disruptive data

Many IA departments have made advancements in addressing
these disruptions. Some may be more mature with their approach
than others. But most IA departments are in the early phases of
the journey. As they move beyond simply responding to regulatory
requirements, they're increasingly searching for approaches to
manage the risks associated with disruption. In addition, they're
leveraging advanced technologies to further modernize and
enhance the effectiveness of IA programs.

2

•• Disruptive digitalization
•• Disruptive business models

•• Disruptive regulatory compliance strategies
The focus of this paper is on the first of the four forces: disruptive
digitalization. In the following pages, we’ll take a closer look at the
specific risk exposures associated with disruptive digital technologies
and offer suggestions to help IA departments prepare.

Auditing the risks of disruptive technologies | Keep the tempo

Disruptive digitalization
Disruptive digital technologies build upon—and extend—
foundational and analytical technologies. By introducing new
automation capabilities through robotic process automation and
cognitive intelligence (RPA&CI), disruptive digital technologies can

offer IA large gains in efficiency and effectiveness. Many leading B&S
companies have adopted one or all of these technologies (as shown
in figure 1) to manage their day-to-day operations. Therefore, IA
departments at these organizations must stay in step.

Figure 1: The digitization spectrum

Analytics
Predictive analytics

Foundation

Data visualization

Data integration

Automation
Robotic process automation (RPA)

Cognitive
intelligence
Natural language generation (NLG)
Natural language processing (NLP)
Machine learning (ML)
Artificial intelligence (AI)

Here’s an overview of IA’s dance card—past, present,
and future.
Where it all started: Data integration
B&S companies must be able to analyze data quickly and
consistently in order to drive improvements across their
organizations in real time. This requirement has created a strong
environment for innovative growth, as data integration is the
underpinning of successful automation.
In this area, IA must stay the course, continuing to provide assurance
over the completeness and accuracy of the data to support real-time
decision making.
What has recently been done: Analytics
B&S companies are increasingly harnessing analytics to illuminate
patterns, insights, and opportunities hidden within their evergrowing data stores. The exploration can take place to understand
future trends and risks by using predictive analytics. Organizations
can also deploy data visualization for meaningful and comprehensive
visual context.
IA departments are laying the groundwork for setting up analytic
capabilities. Some are already making strides in leveraging analytics
within their risk assessments, audits, and reporting to create a more
agile, outcome-based, and value-driven department.

Where we are now: Automation
RPA is the use of software to perform rule-based tasks in a virtual
environment by mimicking user action on the interface, often
working on multiple systems. B&S companies are showing significant
interest in adopting RPA as the automation of time-consuming
activities can lead to greater efficiency, allowing staff to focus on
more rewarding and higher value activities. Another benefit is
scalability, which can improve response to peaks and valleys in
demand and volume.
This type of disruptive digitalization drives many new risks that
IA departments must understand and address. Audit plans will
need to monitor the operation by including supervision, change
management, issue identification, and resolution theme-based
audits.
What’s next: CI
Advanced CI technologies, such as natural language processing (NLP)
and machine learning (ML), employ algorithms to:
•• Extract concepts and relationships from data
•• “Understand” their meaning
•• Learn from data patterns and prior experience, extending what
humans and machines could do on their own
IA departments will need to understand the technological capabilities
and use cases. This will help them provide assurance that the
evolving CI risks are addressed effectively within the organization.
3

Auditing the risks of disruptive technologies | Keep the tempo

Addressing the current
digitalization environment
As B&S companies adopt advanced analytics and RPA&CI
automation initiatives, they introduce new technologies into the
enterprise environment. These new technologies, in turn, present
new risks to the existing control environment—which means
implementing these technologies isn’t something a business can
effortlessly waltz its way through. If not managed appropriately
across the three lines of defense, these risks can erode or
eliminate value.

How will you ensure that these bots* adhere to policies?
Is there an incident management framework to keep
bots in check?
How will you prevent bots from proliferating errors?
How will you ensure system access privileges aren’t
abused?

IA departments should encourage the stakeholders involved to
assess the risk of implementing advanced analytics and smart
automation technologies. This assessment can begin with the
following questions:

What does the change management process look like
for bots?
How are impacted stakeholders educated on robotics?
What are the responsibilities of managers that control
the bots?
* In these questions, the term “bot” refers to a smart
automation technology that can be driven by either
rule-based or cognitive intelligence-driven algorithms.

Key risks associated with automation
When introducing these RPA&CI technologies into the ecosystem,
enterprises are exposing themselves to potential risks that need to
be addressed. We classify these risks into five key categories:
Figure 2: Five key risks associated with automation
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Operational risks:
•• Poorly designed RPA&CI technologies, coupled with the high
execution speed of bots, can multiply processing errors.
•• Ineffective bot oversight procedures can lead to high-impact
operational errors.
•• Disparate approaches for applying RPA&CI technologies to
business problems can lead to a non-standardized environment
and increase complexity with the oversight of bots.
•• Input data provided by developers to train the algorithms used for
CI technologies may be incomplete, outdated, or biased. Or it may
have an insufficiently large and diverse sample size. Furthermore,
inappropriate data collection methods may result in a mismatch
between the data used for training the algorithm and the actual
input data used for the operations.
•• Flawed assumptions, inappropriate modeling techniques, coding
errors, and overfitting of automation algorithms to training data
can present more operational risk.
Financial risks:
•• Improper implementation of RPA&CI technologies can result in
financial and reputational losses to the organization.
•• Data privacy standards and regulations may be at risk of noncompliance if the software bots used to collect confidential or
restricted information aren’t implemented with strict protection
controls.

•• The nascent deployment of bots may introduce training challenges
among stakeholders.
Technology risks:
•• The impact of routine maintenance changes to the existing IT
platform may need to be regression tested for dependent robotics
implementations.
•• The “black box” reality of the automation algorithms limits
transparency into the workings of the technology.
•• A software bot will require credentials to access data, systems, and
applications. And like any other system user, a bot can present
information security and access control challenges.
•• Bots may be used inappropriately to perform tasks or scrape data
from the applications. They’re also more susceptible to a number
of cyberattacks at the hardware, firmware, or application level.
•• Business continuity and disaster recovery (BCDR) programs
must account for the risks that the implementation of advanced
analytics and RPA&CI technologies present.
•• Data provided to train a bot can be incomplete, outdated, or
irrelevant, resulting in an incorrect outcome.
•• Improperly designed bots working faster than agreed-upon SLAs
may overwhelm existing IT systems.

•• Many RPA&CI technology vendors are quite new and not fully
mature, presenting third-party vendor and financial risk.
Regulatory risks:
•• A change in law or regulation can materially impact early adopters
of RPA&CI technologies.
•• Some highly regulated processes (e.g., data privacy) may be “off
limits” for bot automation.
•• Incorrect and/or incomplete regulatory reports generated through
RPA&CI may result in regulatory issues and expensive fines.
•• Bots may act in ways that contravene existing laws (e.g., learning
algorithms may result in illegal discrimination against minorities).
Organizational risks:
•• The replacement or repurposing of full-time employees (FTEs) may
negatively impact employee morale.
•• Misalignment across groups may lead to gaps in roles and
accountability.
•• Missing standards around executing changes to bots may impede
change management processes.
•• A single bot may be equivalent to multiple FTEs, resulting in
concentration risk.
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Master the art of auditing risks
due to digitalization
Assessing the impact of RPA&CI technologies on the existing
controls environment, including new risks, is imperative to the
successful adoption of these new age technologies. But there’s
no need to reinvent the wheel. These risks can be addressed by
extending existing approaches to managing enterprise risk. When
assessing these technologies, IA should find a balance among their
responsibilities to:
Assure: Providing traditional assurance
Advise: Acting as a trusted adviser
Anticipate: Preparing for new risks on the horizon
This balance is dependent on both the organization's maturity level
of adoption and the strategic goals of the IA department.
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Go beyond controls and compliance. Offer actionable
insights to build resilience and create value

+ Assure

+ Advise

+ Anticipate

Confidence

Insight

Foresight
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Assure
The risks presented throughout the bot development life cycle
(as shown in figure 3) aren’t necessarily new. They’re merely
an extension of a typical IT risk management framework. As
the second line of defense (e.g., compliance and operation risk
departments) pushes to modernize its approach for controls
testing, and as many organizations move toward the combined
assurance model to gain efficiencies, it’s imperative for IA to get
involved early in the journey. This will help IA provide effective
and valuable assurance that isn’t duplicative.

Figure 3. R
 epresentative bot life cycle management events and
sub-activities2
•• Vulnerability management
•• Threat modeling
Infrastructure
security

•• Wireless and database
security

•• Bot access governance and management
Bot identity
and access
management

•• Data platform integration
•• Bot security administration

•• Rollout and go-live
•• Secure test and build

Secure bot
development
life cycle

•• Secure coding guidelines
•• Security design/
architecture

•• Data classification and inventory
•• Data life cycle
Data
management

•• Breach notification and management
•• Data encryption and obfuscation
•• Data loss prevention
•• Contract termination and
renewal

•• Third-party risk management: Do the automation
software vendor contracts align with existing protocols
for third-party technology vendors?

•• SLA performance
monitoring

Bot vendor risk
management

•• Business continuity: Does the enhanced business
continuity and IT disaster recovery plan include steps
required to resume operations driven by the botbased digital workforce?

Recertification process: IA should encourage business
and technology stakeholders to perform an annual
recertification of the design and implementation of
RPA&CI smart automation technologies. If necessary,
the process should also be tested to provide objective
assurance that it’s working effectively.

•• Remote access

•• Bot account management

•• Bot issue identification and resolution: Are there
any tools and processes used by the business to
monitor the quality of bot outputs, notify personnel
of exceptions, and create predefined action plans
to resolve and restore services in the event a bot
execution fails?

•• Bot supervision and compliance: How do bot
owners and compliance personnel who oversee the
work performed by bots ensure that bots adhere to
the regulatory requirements and firm policies?

•• Network/bot

Cyber threat
management

Testing: IA departments should have access to the
documentation of testing procedures and independently
review the testing performed by sampling test cases
documented, results generated, and issues logged.

•• Bot change management: Is there a standard
process for executing changes to existing bots,
including notifying stakeholders and updating
procedures and bot configurations?

•• Brand monitoring
•• Antivirus and intrusion
detection

Some practical considerations for IA to add value in providing
assurance include:

Exception handling and monitoring: A framework
and process should be designed to monitor the bots in
testing and production environments, as well as triage
issues that may arise. IA can consider the following
elements of the framework as it proceeds to provide
assurance on the design and operating effectiveness of
bots:

•• Cyber incident response

•• Bot license management
•• Security, compliance, and
contract review

•• Business impact analysis

Bot resilience

•• Backup/replication
strategies, plans, and
procedures
•• Escalation and crisis
management

•• Bot capacity management
Bot operations

•• Bot incident and problem
management
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Advise

Anticipate

If organizations are in exploratory phases with the adoption of
RPA&CI technologies, IA departments should get involved during
the pre-implementation phase of RPA&CI automation. A few
considerations for IA departments to bring to the table include:

No matter what the organization’s maturity level with respect
to the adoption of disruptive digitalization, it’s imperative for IA
departments to anticipate and align efforts to monitor emerging
risks, develop strategies, and implement risk remediation
techniques. Analytics and new technologies enable IA departments
to deliver insightful, proactive, and future-focused insights.

•• Advise the organization on its ability to account for risk factors
involved
•• Provide guidance on leading practices for driving greater
performance and value
•• Elevate IA’s profile, demonstrating knowledge about the subject
while maintaining objectivity
Some practical considerations to help IA elevate its role as a trusted
advisor include:
Process documentation: IA should encourage business
units to create and maintain pre-implementation
documentation that can be easily audited. Examples of
process documentation include:
•• Automation strategy: Overall business value
proposition, scope, resource (cost, staff) rationalization,
and metrics to measure ROI and value
•• Automation process documentation: Detailed
procedures, from sampling to reporting, to aid in coding
completion for the automation process
•• Automation process flow: A visual representation of the
overall robotics process
•• RPA coding for automation: Detailed coding scripts
covering end-to-end RPA for each test
•• Testing work papers: This includes sample population,
exception reporting, testing results, and final testing
results/summary
Disseminate changes in the risk assessment process:
IA should adapt a continuous risk assessment process to be
able to evaluate innovation impact on a timely basis. To that
end, IA should consider and integrate technological changes
into the risk assessment process.
Execute dynamic audit procedures: IA should gear up
to execute dynamic and effective audits more frequently,
especially where bots are deployed on a large scale across
a wide variety of use cases. IA may consider performing
audits using an agile framework. If adopted correctly, the
Agile Internal Audit framework promotes performing work
in small increments, time boxed for a short duration, and
focuses on collaboration to incorporate frequent feedback
and improve audits iteratively.
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Consider updates to reporting: IA should identify
the level and structure of reporting required for RPA&CI
automation audits (e.g., technology level versus business
function level or assurance-driven versus consultative).

In addition to advising and providing assurance, IA should focus
on anticipating emerging risks associated with RPA&CI automation
technologies.
A balance between pushing the frontiers and risk
appetite: In order to have a seat at the table and have
a point of view in setting the risk strategy for disruptive
technologies, IA should proactively understand the use
case of each RPA&CI automated solution. IA should set
a prioritization framework for auditing key risks, such as
cyber and third-party risk, posed by the implementation of
disruptive technologies.
Risk sensing and analytics: In anticipation of the
implementation of RPA&CI technologies, IA departments
should incorporate data analytics and risk sensing tools to
proactively identify emerging risks and gain insights on the
best approach for auditing these new technologies.
Crisis simulations and early warning systems: Running
a simulation using orchestrated crisis scenarios where a
software bot implementation has gone wrong can help IA
departments immerse themselves in their roles in real time.
It can also allow them to reveal lapses in their organization’s
response capability at multiple levels: strategic, behavioral,
and tactical.

Auditing the risks of disruptive technologies | Keep the tempo

IA must keep the tempo
Analytics and dashboards: Leveraging analytics to design
dashboards that provide IA departments with a detailed
picture of the health factors of the RPA&CI technologies will
help IA stay ahead of the curve.

As B&S companies continue to adopt disruptive technologies in
order to gain tangible operational efficiencies, IA departments need
to keep the tempo. Here are some practical considerations for how
IA departments can play a leading role:

Training and recruitment: IA professionals must
adopt and adapt to the impending automation change.
Understanding the nuances of these automation
technologies can equip auditors with tools to perform their
jobs more effectively.

Strategic planning and alignment: IA departments
should create the strategic vision, goals, and road map on
how they plan to audit processes that will be automated
via RPA&CI technologies and advanced analytics. Their
approach should define the audit selection methodology
of these processes (high risk, frequency), sampling method,
work paper templates, and issue resolution procedures.
Furthermore, the vision should align and integrate with the
existing enterprise risk management (ERM) framework and
incorporate the overall strategic vision of the organization.
Risk assessments: IA departments should begin the risk
assessment of RPA&CI automation as soon as they can.
Based on the assessment performed, IA departments will
be better able to gauge vulnerabilities and target areas for
prioritizing audits. Due to the rate of technological advances
and adaption, it’s critical that IA assess the risk associated
with digitalization continuously (see figure 4).

Figure 4. Continuous digitalization risk assessment

In addition, senior management should inject fresh
perspectives and knowledge by recruiting subject matter
specialists (SMSs) from other departments or other
companies. It’s important for IA resources to have technical
knowledge with respect to the technologies they’re
assessing, as well as a general understanding of the IA
methodology they’ll be required to apply.
The power of automation: Last but not least, IA
departments should consider opportunities to leverage
advanced analytics and RPA&CI technologies to automate
the audit life cycle, including audit risk assessments, audit
planning, audit fieldwork, work paper documentation, and
reporting. This not only allows IA departments to modernize
their approaches to perform audits, but it also brings key
insights on the challenges and risks posed by adopting
these disruptive technologies.

Initial risk assessment

• Perform as soon as possible
• Identify initial risk associated with new
technologies

• Develop an initial mapping of key risk
and strategic goals related to
digitalization

IA should continuously

• Monitor and update data from
key informational sources

• Assess risks and identify

emerging threats related to
the following key risk
domains: cyber, regulatory,
privacy, ﬁnancial,
reputational, failure to adopt
• Evaluate the impact of
RPA on the organization,
process, resources,
geography, regulatory
landscape, cyber and thirdparty oversight, etc.

Continuous
digitalization
risk
assessment

Risk “refresh” process

• Consider changes to the enterprise
organization structure to adapt to
dynamic business needs
• Assess risk prioritization based on
the impact and vulnerability criteria
as needed
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Master the steps of disruption
The rate of adoption of disruptive digitalization technologies may
be different for each B&S company. Therefore, the preparedness
level of each IA department to respond to the risks posed will vary.
But the overall challenge remains the same: Get comfortable with
discomfort. And brush up on the moves required to dance with
disruption.
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Deloitte Risk and Financial Advisory’s globally recognized practice can
help you manage and prepare for disruption. Our people, tools, and
processes offer strategic solutions to assist you in understanding
and auditing risks associated with RPA&CI technologies, as well as
predictive data analytics. Disruption is here to stay—tapping into our
experience can help you master the steps.
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Endnotes
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“Dancing with disruption: Have you mastered the steps? A forward look at internal audit in banking and securities,”
Deloitte Development LLC, 2017, www.deloitte.com/us/ia-dance.

2.

For information about additional algorithms risks, read "Managing algorithmic risks: Safeguarding the use of complex
algorithms and machine learning," Deloitte Development LLC, 2017 https://www2.deloitte.com/us/en/pages/risk/articles/
algorithmic-machine-learning-risk-management.html.
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